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ABSTRACT
Large integer multiplication has been widely used in fully homomorphic encryption (FHE). Implementing feasible large integer multiplication hardware is thus critical for accelerating the FHE evaluation process. In this paper, a novel and efficient operand reduction scheme is proposed to reduce the area requirement of radix-r butterfly units. We also extend the singleport, merged-bank memory structure to the design of number theoretic transform (NTT) and inverse NTT (INTT) for further area minimization. In addition, an efficient memory addressing scheme is developed to support both NTT/INTT and resolving carries computations. Experimental results reveal that significant area reductions can be achieved for the targeted 786 432- and 1 179 648-bit NTT-based multipliers designed using the proposed schemes in comparison with the related works. Moreover, the two multiplications can be accomplished in 0.196 and 2.21 ms, respectively, based on 90-nm CMOS technology. The low-complexity feature of the proposed large integer multiplier designs is thus obtained without sacrificing the time performance.



        	
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· One of the holy grails of modern cryptography is FHE, which allows arbitrary computation on encrypted data. 
· A need to perform a binary operation on the plaintext, FHE enables that to be accomplished via manipulation of the ciphertext without the knowledge of the encryption key.
· The brief description above, we can see that the fundamental operations for FHE are large-number addition and multiplication. 
· The simplest algorithm is the naive O(N2) algorithm (often called the grade school algorithm). 
· This is an efficient grade-school approach, performing the equivalent of two O(N2) multiplications. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The GPU trial provided significant acceleration, the major problem remains that the power consumption of a high end GPU today is about 200–400 W.
· High precision arithmetic is a primary means of addressing the non-robustness problem in such geometric algorithms. 
· One of the major issues in reversible circuit design is garbage minimization to minimise the power dissipation.
· However, existing FHE schemes are currently highly unpractical due to large parameter sizes and highly computationally intensive algorithms amongst other issues.
2.2. PROPOSED SYSTEM 
· In this paper, it is proposed to design an efficient reversible single precision floating point subtractor. 
· The proposed floating point subtractor design requires an efficient reversible comparator unit, an 8-bit and a 24-bit reversible subtractor unit, a 24-bit reversible leading zero detector unit and a 24- bit reversible shift register for normalization.
· The paper also focuses on the design of a reversible 1-bit comparator using the two newly proposed reversible gates Reversible Gate1 (RG1) and Reversible Gate2 (RG2). 
· The proposed design has been synthesized using 90-nm process technology with an estimated die area of 45.3 mm2.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· High-radix BUs are commonly applied to reduce the number of operation stages, thereby increasing the resulting performance. 
· To accelerate FHE operations, various efficient schemes have been presented into tackle large integer multiplication based on the Schönhage–Strassen algorithm (SSA).
· To the multiport memory structures, single-port memory is preferred due to its area efficiency, but it might suffer from the limited bandwidth.
· In, an area-efficient (AE) algorithm was developed by employing SPMB memory to further reduce the memory area in existing memory-based architectures. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Fully homomorphic encryption using ideal lattices
	C. Gentry, 
	We propose a fully homomorphic encryption scheme -- i.e., a scheme that allows one to evaluate circuits over encrypted data without being able to decrypt.

	Fully homomorphic encryption over the integers

	M. V. Dijk, C. Gentry, S. Halevl, and V. Vaikuntanathan, 
	We use Gentry’s technique to construct a fully homomorphic scheme from a “bootstrappable” somewhat homomorphic scheme.

	Implementating gentry’s fully-homomorphic encryption scheme
	C. Gentry and S. Halevi, 
	Our main optimization is a key-generation method for the underlying somewhat homomorphic encryption, that does not require full polynomial inversion. 

	Public key compression and modulus switching for fully homomorphic encryption over the integers
	J.-S. Coron, D. Naccache, and M. Tibouchi, 
	This paper also describes a new modulus switching technique for the DGHV scheme that enables to use the new FHE framework without bootstrapping from Brakerski, Gentry and Vaikuntanathan with the DGHV scheme.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 

2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we explored feasible solutions for achieving low-complexity NTT-based multiplication of large integers for FHE, focusing on the hardware implementation. First, we have proposed a systematic way of reducing the number of operands required for carrying out the radix-r butterfly computation, a basic operation in FFT/NTT applications. Techniques for effectively handling the memory resources and solving the memory access conflicts have also been presented for further area reduction. Applying the proposed schemes to the targeted 786 432-bit and 1 179 648-bit NTT-based multiplier designs can provide a significant area improvement in comparison with related works without compromising the time performance. Our development has thus provided a more suitable solution than related works for applications such as FHE, which demands low-complexity and high-speed large integer multiplication. 
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