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Combating Data Leakage Trojans in Commercial and ASIC Applications with Time Division Multiplexing and Random Encoding





ABSTRACT
Globalization of microchip fabrication opens the possibility for an attacker to insert hardware Trojans into a chip during the manufacturing process. While most defensive methods focus on detection or prevention, a recent method, called Randomized Encoding of Combinational Logic for Resistance to Data Leakage (RECORD), uses data randomization to prevent hardware Trojans from leaking meaningful information even when the entire design is known to the attacker. Both RECORD and its sequential variant require significant area and power overhead. In this paper, a Time-Division Multiplexed version of the RECORD design process is proposed which reduces area overhead by 63% and power by 56%. This time-division multiplexing (TDM) concept is further refined to allow commercial off the shelf (COTS) products and IP cores to be safely operated from a separate chip. These new methods tradeoff latency (5.3× for TDM and 3.9× for COTS) and energy use to accomplish area and power savings and achieve greater security than the original RECORD process.



                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· A method has been proposed to reduce zeros passing problem in this existing cyclic redundancy check and introduce a shifting and XORed based technique with polynomial security codes.
· The design is generic, allowing it to be used quickly and easily on any existing combinational design. 
· A technique, called RECORD (Randomized Encoding of COmbinational Logic for Resistance to Data leakage) is proposed which uses Quilt Packaging and data randomization to prevent attackers from interpreting data even when data leakage exists.
· The opportunity exists for malicious parties, or attackers, to re-engineer the original design and to insert malicious hardware known as hardware Trojans. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· This problem extends beyond custom application specified integrated circuit (ASIC) designs and the firms creating them.
· The potential security issue by randomly assembling the outsourced lower tier with differently wired upper tiers, in which the register block is located thus preventing the attacker from knowing the identity of F1–4 or the select signal.
· The TDM and COTS RECORD processes were both implemented in VHDL to confirm functionality and evaluate impacts to area, power, and performance.
· The pipelining go back algorithm is proposed to solve the padding zeros problem, which will introduce an O (log2 n) resource utilization. 
2.2. PROPOSED SYSTEM 
· The proposed cyclic redundancy implementation has been proven to be of higher resource utilization in multiple data widths of 8-Bit, 16-Bit, 32-Bit, 64- Bit and 128-Bit. 
· In this paper, a Time-Division Multiplexed version of the RECORD design process is proposed which reduces area overhead by 63% and power by 56%. 
· The slicing-by-4 and slicing-by8 algorithms are proposed for parallel processing and are suitable for CPUs but not optimal for FPGAs.
· The CRC decoder and encoder for error detection have been tested for different data inputs either for simulation purposes.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The cost of TDM record, as stated previously, is in performance or latency.
· Split manufacturing provides no protection from reverse engineering once a completed chip is available making it vulnerable when multiple fabrication runs are used.
· The sequential RECORD design process is a modification of RECORD which allows it to be used successfully on sequential designs.
· The two random bits are used as select signals to demultiplex the four values of f and select the correct output.
· The upper tiers can be used for any lower tier design allowing bulk manufacturing of the upper tier for cost savings. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Hardware trojans in wireless cryptographic ICs
	Y. Jin and Y. Makris, 
	The underlying premise of this approach is that hardware Trojans will distort the side-channel parametric profile of an IC, even if they do not alter its functionality.

	Trojan side-channels: Lightweight hardware trojans through side-channel engineering
	L. Lin, M. Kasper, T. Güneysu, C. Paar, and W. Burleson, 
	In particular, malicious hardware components can be covertly inserted at the foundry to implement hidden backdoors for unau- thorized exposure of secret information.

	Testing for hardware trojans: A game-theoretic approach
	C. A. Kamhoua, M. Rodriguez, and K. A. Kwiat, 
	 In particular, it brings up multiple opportunities for the insertion of malicious logic, commonly referred to as a hardware Trojan, in the IC.

	A primer on hardware security: Models, methods, and metrics
	M. Rostami, F. Koushanfar, and R. Karri, 
	The multinational, distributed, and multistep nature of integrated circuit (IC) production supply chain has introduced hardware-based vulnerabilities.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The sequential RECORD process represents a new concept in hardware Trojan defense. All currently existing methods either try to detect the Trojan after the chip is produced or prevent the Trojan from being inserted. Each method succeeds or fails to varying degrees, and none are anywhere near fully effective. The sequential RECORD process does not try to detect nor does it try to prevent hardware Trojans. Instead, the RECORD process provides protection even in the face of an active Trojan. These design schemes provide enhanced security over existing DFS methods due to the ability of RECORD to defend sensitive data even when the full design is known to the attacker at the time of manufacture. Furthermore, the design enhances security for designs that go through multiple fabrication runs since each assembled chip is physically different while still providing the same functionality to the outside world. 
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