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ABSTRACT
Subsequent to the introduction of Bit coin, the field of cryptocurrency has seen unprecedented growth. Mobile applications known as wallets often facilitate user interaction to these crypto currencies. With a perceived real world value these wallets are a target for attackers. Unlike mainstream financial services applications, cryptocurrency wallets are not subject to the same stringent security requirements of their regulated counterparts. In this paper, we examine the security profiles of commonly used Android cryptocurrency applications. We examine these applications for common vulnerabilities outlined by OWASP mobile top 10. We establish a baseline for our tests by evaluating commonly used banking and trading applications. We compare the results from our baseline test and establish the state of security provided by cryptocurrency wallet applications. The paper also examines the possible privacy implications of mobile applications. We report that the conventional financial services applications are only marginally better than cryptocurrency application in security provisions but they provide greater privacy.


                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It will enhance the security for managing cryptocurrency coins with a highly secure and easy to use wallet. 
· It will streamline the current business process for trading existing crypto currency coins along with supporting the new emerging coins based on proof of space by introducing new features. 
· The newly developed will be an initial version of product. 
· The underlying infrastructure will be different as compared to Coinblesk or other available wallets based on Proof of Work. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The Open Web Application Security Project (OWASP) mobile security project provides a collection of the most common security issues in mobile applications 
· Applications dealing with sensitive information such as personal or financial data should implement proper user authentication. 
· This category of threat includes issues related to session management and user identification. 
· we execute the application in a simulated environment and sniff the network traffic to outline any networking issue such as transmission of secret information in plain text.
2.2. PROPOSED SYSTEM 
· In this paper, we detail the construction of Spacemint, analyze its security and game-theoretic properties, and study its performance.
· The purpose of the project is to develop a state of the art cryptocurrency wallet based on proof of space. 
· On the other hand, the focus is to propose a new wallet with comprehensive functionality for a new BC based on Proof of Space. 
· To this end, an analytic study was conducted for android-based cryptocurrency wallets and a new set of requirements are proposed in this report with advanced security features to achieve high performance in terms of fast transaction handling, secure connections, scalability, and reliability.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· To perform static analysis, we require the source code of the application. We adopt the approach used by  to generate java source code from the Android application package file (APK).
· Via decompiling the packaged file, we can produce a reconstructed version of source code. 
· This reconstructed source code can be utilized for the static analysis. 
· Even though there are acceptable use cases for MD5, it may still pose a security threat if it is used in critical cryptography algorithms in the application 
· Other threats such as MD5 and SHA-1 may not pose a severe threat as long as they are not used in any security sensitive component of the application 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Cryptocurrency regulation in 2018: Where the world stands right now 

	A. Nelson, 

	In this sense, virtual currencies are not recognized as a currency in Guatemala and neither are they recognized as foreign currency; therefore, they do not constitute a means of legal payment 

	Threatfabric 

	P. D. Phuc, 

	ThreatFabric has two solutions the Mobile Threat Intelligence (MTI) and Client Side Detection (CSD). MTI is a combination of dark-web investigations and malware analysis to empower and support users.  

	Mobile banking trojans as keen on cryptocurrency as pc malware 

	L. Kessem, 

	In this study, we examine the behavior and profitability of modern malware that mines cryptocurrency. Unlike previous studies, we look at the cryptocurrency market as a whole, rather than just Bitcoin. 

	Taintdroid 

	W. Enck, P. Gilbert, S. Han, V. Tendulkar, B.-G. Chun, L. P. Cox, J. Jung, P. McDaniel, and A. N. Sheth, 
	We address these shortcomings with TaintDroid, an efficient, system-wide dynamic taint tracking and analysis system capable of simultaneously tracking multiple sources of sensitive data. TaintDroid enables realtime analysis by leveraging Android’s virtualized execution environment.  



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE



[image: D:\yuva work document\pic.png]

                                          
  
                        
                 
CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
In this paper, we performed an evaluation of the security and privacy of cryptocurrency applications using static code analysis and network data analysis (Section 3). Results from the static and network data analysis suggest that traditional banking applications have a lower rate of security vulnerabilities compared to cryptocurrency applications. The most common reported issue is insufficient Cryptography (M5) followed by insecure data storage. The insufficient cryptography issue is relatively easy to address by exploiting modern cryptography functions such as SHA2. Insecure data storage issue can be addressed by ensuring no temporary files contain sensitive information and also by using an encrypted database for the application. 
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