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ABSTRACT
Some of the modern smart grid infrastructures, phasor measurement units (PMUs) for instance, are vulnerable to cyber attacks due to their ever-increasing dependence on information and communications technologies. In general, existing solutions to cyber attacks focus on creating redundancy and/or enhancing security levels of sensing and communication networks. These solutions require intensive offline efforts and therefore are economically expensive. Further, they are generally inefficient when dealing with dynamic attacks. This paper proposes a novel density-based spatial clustering approach for online detection, classification, and data recovery for data manipulation attacks to PMU measurements. The proposed method is purely data-driven and is applicable to simultaneous multi-measurement attacks without requiring additional hardware in the existing infrastructure. The proposed approach is also independent of the conventional state estimation (SE). Comprehensive case studies demonstrate the effectiveness of the proposed method.



                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· A sensitivity analysis of state estimation residuals on a single GSA phase angle is firstly implemented. 
· An identification algorithm using a probing technique is proposed to determine the locations of spoofed PMUs and the ranges of GSA phase shifts. 
· Based on the identification results, these GSA phase shifts are determined via an estimation algorithm that minimizes the mismatch between measurements and system states. 
· Further, with the attacked PMU data corrected, the system states are recovered. Simulations in unbalanced IEEE 34-bus and 123-bus distribution systems demonstrates the efficiency and accuracy of the proposed method.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· At the same time, it costs nearly negligible time delay which              can mask the action.   
· Once the attack is successfully implemented, it can bias power system state estimates, induce the regional control center to issue detrimental control actions, cause less economic power dispatch, and result in the adversary’s monetary gains and outages and/or damages.
· With sufficient knowledge of a power system, an adversary can maximize damages to the grid without being detected by the conventional bad data detection scheme.
2.2. PROPOSED SYSTEM 
· This study proposes a method to recover the missing or abnormal amplitude data in PMU measurements (i.e. the active power, reactive power, positive sequence current, and voltage amplitude), based on the historical PMU data obtained from both ends of the line, which is independent of the transmission line parameters and the phase angle that may be influenced by synchronisation. 
· The model of data recovery is established , and the recovery method, which recovers the voltage amplitude, active power, reactive power, and current amplitude in sequence, using historical amplitude data to calculate related recovery coefficients is proposed.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We can perform these kinds of attacks by adding a minor constant or a slope to the original data packet which is effective and costs the least effort from the attacker’s point of view. 
· A security perspective, by tampering with the power system measurement data and affecting the normal dispatching operation of the power system, such attacks can cause the grid control/dispatch center to issue detrimental commands. 
· In this way, a cyber-terrorist can directly threaten the power supply and even national security. 
· The attackers, therefore, have sufficient motivations to perform such malicious attacks.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A Survey of Electric Power Synchrophasor Network Cyber Security 

	C. Beasley, X. Zhong, J. Deng, etc., 

	Smart grid technologies such as synchrophasors using Phasor Measurement Units (PMUs), make real-time monitoring, control and data analysis of the electric power grid possible. 

	Review of Cyber Attacks on Power System Operations 

	K. Chatterjee, V. Padmini and S. A. Khaparde, 

	The paper links these works to a common thread and reviews their impact on important power system operations like - state estimation, automatic generation control, voltage control and energy market.

	Power System State Estimation: Theory and Implementation 

	A. Abur, aand A. G. Exposito, 

	This paper gives idea of generalized state estimation that includes network model, topological processor, observability of power system network and bad data processing.  

	False Data Injection Attacks against State Estimation in Electric Power Grids 

	Y. Liu, P. Ning, and M. Reiter, 

	A power grid is a complex system connecting electric power generators to consumers through power transmission and distribution networks across a large geographical area 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005


CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
This paper presents a novel framework for detection, identification, and data recovery of data integrity attacks to PMU measurements. Compared to existing approaches, the proposed one has four major merits: 1) independent of system topological changes and therefore adaptive and effective for changing system configurations, 2) effective for simultaneous attacks to multiple channels, 3) sensitive and robust to small attacking signals, which are difficult to detect with existing bad data detection methods, and 4) capable of providing bad data recovery solutions which maintain the data consistency. Therefore, the proposed framework is applicable across a wide spectrum of practical conditions. Future work includes: 1) integrating more attack models, 2) expanding existing line-specific computing capability to the network level to achieve real-time monitoring for a larger grid, and 3) decomposing the spatial clustering process so that state-of-the-art parallel computing techniques can be employed to speed up the computation.
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