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Hash-Based Conditional Privacy Preserving Authentication and Key Exchange Protocol Suitable for Industrial Internet of Things





ABSTRACT
Wireless sensor networks (WSN) are integral part of Industrial Internet of Things (IIOT), the said networks comprise of elements possessing low power processors. WSNs are used for gathering data in the monitoring region, using which vital information about the sensor and the monitoring region can be attained (placement of the sensor node is critical). Moreover, due to open nature of communication channel and resource constrained environment of nodes the privacy, integrity and con_dentiality of the data becomes a big issue as we need to ensure that the said data is only accessed by a valid user in the IIOT environment. Many schemes presented various means to overcome the above issue. However, the existing works do have certain vulnerabilities which make its application in the WSNs constrained. The proposed work presents a scheme for achieving above goals in IIOT environment. Moreover, the proposed scheme presents security vulnerabilities and weaknesses in existing schemes and attempts to overcome these issues; the proposed work provides cryptanalysis of Xiong et al. scheme which is based on ECC, the direct consequence of the cryptanalysis directs to design a solution which can overcome the issues. The proposed work provides a robust hash based conditional privacy preserving authentication and probabilistic key exchange protocol which is lightweight and as a result, puts less computation overheads on the entities involved in the region. The proposed work is secure against many known attacks due to dif_culty in guessing the credentials. The main motivation is to develop a lightweight scheme which can help exchange information with ef_cacy. The security of the proposed work is provided using both formal and informal security analysis where formal analysis comprises of AVISPA and Real-or-Random oracle model simulations whereas informal analysis depicts proofs as of how the proposed work withstands many known attacks. Thus, the proposed work is secure against many malicious attacks directing and championing its application in IIOT environment.




        	





              
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Cyber Attack is a type of cyber threats that is targeting to get private information such as credit cards information and social security numbers. 
· De-synchronization Attack is the pseudonym stored at the gateway node GW and the sensor node SN memory would not be the same, because of an adversary blocks the communication between the parties.
· There is not a specific solution that can detect whole phishing 
· The purpose of this study is to perform Extreme Learning Machine (ELM) based classification for 30 features including Websites Data in UC Irvine Machine Learning Repository database. 
· For results assessment, ELM was compared with other machine learning methods such as Support Vector Machine (SVM).
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Internet is an essential part of our life. Internet users can be affected from different  types of cyber threats.
· Thus cyber threats may attack ﬁnancial data, private information, online banking and e-commerce.
· SqlInjection
· Dos Attack
· Password Attack               
2.2. PROPOSED SYSTEM 
· In this study, features in the database created for Cyber Attacks  are classified by determining the input and output parameters for the Support Vector machine classifier. 
· Results obtained by SVM show that has higher achievement compared to  other classifier methods.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The proposed methodology imports data-set of Privacy Information and Image Based Password Authentication from the database and then  the imported data is pre-processed.
· The Attackers url will be blocked based on request from hackers server.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Security enhanced
user authentication protocol for wireless sensor networks using elliptic
curves cryptography
	Y. Choi, D. Lee, J. Kim, J. Jung, J. Nam, and D.Won, 
	To reduce the resource use of sensors and enhance the security of WSNs, various user authentication protocols have been proposed.

	A provably-secure
ECC-based authentication scheme for wireless sensor networks
	J. Nam, M. Kim, J. Paik, Y. Lee, and D. Won, 

	A smart-card-based user authentication scheme for wireless sensor networks (in short, a SUA-WSN scheme) is designed to restrict access to the sensor data only to users who are in possession of both a smart card and the corresponding password.

	An untraceable
temporal-credential-based two-factor authentication scheme using ECC
for wireless sensor networks
	Q. Jiang, J. Ma, F. Wei, Y. Tian, J. Shen, and Y. Yang, 

	Our new scheme makes up for the missing security features necessary for real-life applications while maintaining the desired features of the original scheme.

	A novel multi-party key exchange protocol
	S. Paliwal and C. A. Kumar, 
	A key exchange protocols are generally used in order to exchange a cryptographic session key, such that no one except the communicating party must be able to deduce the keys lifetime.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
In this paper, a lightweight authentication and key agreement protocol for WSN in IIOT environment is proposed, where the proposed work resulted in fast authentication and unpredictable pseudonym update phase. The security of the proposed work is proved using Real-or-Random oracle model, AVISPA, BAN logic and informal security analysis. Moreover, the cryptanalysis of a ECC based authentication and key agreement scheme was presented as a result, new security goals were scoped; a new scheme overcoming vulnerabilities. The proposed work overcomes vulnerabilities present in the existing schemes and provides a new means to exchange session key faster. The rapid growth in IOT technology will lead to heavy applications in healthcare, intelligent transport systems and industrial _elds where security and privacy are the major concerns. The proposed work, presents an approach which can make it useful for above applications.
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