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ABSTRACT
    With the increasing popularity of blockchain technology, it has also become a hotbed of various cybercrimes. As a traditional way of scam, the phishing scam has new means of scam in the blockchain scenario and swindles a lot of money from users. In order to create a safe environment for investors, an ecient method for phishing detection is urgently needed. In this paper, we propose a three steps framework to detect phishing scams on Ethereum by mining Ethereum transaction records. First, we obtain the labeled phishing accounts and corresponding transaction records from two authorized websites. According to the collected transaction records we build an Ethereum transaction network. Then, a network embedding method node2vec which can extract the latent features of accounts is used for subsequent phishing classification. Finally, to distinguish whether the account is a phishing account, we adopt the one–class support vector machine (SVM) to classify. The experimental result demonstrates that F-score of our phishing detection method can achieve 0.846, which verifies the validity of our model. To the best of our knowledge, this is the first work that investigates the phishing scams on Ethereum based on transaction records. 

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· An existing data set was used that contained car trajectories and vehicle telemetry (such as speed, acceleration, heading, etc.). 
· However, with the phishing scam revealed, in-transactions become rare, or even nonexistent. 
· This leads to in-transactions are concentrated in a small period for a phishing address, and the feature can grasp this characteristic very well.
· A systematic survey of the existing Distributed Denial of Service (DDoS) attacks detection and mitigation strategies in Software-Defined Networking (SDN).
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Detecting phishing scams in the blockchain ecosystem is a real and critical problem.
· Different from traditional currencies which are usually issued by authorized financial institutions, the issue and operation of cryptocurrencies are not under the regulation of any authorized organizations.
· SVM and DT are considered efficient in many classification problems of class imbalance.
· To help dealing with this issue, in this study, we propose a systematic approach to detect phishing scams in the Ethereum ecosystem. 
2.2. PROPOSED SYSTEM 
· We propose a graph-based cascade feature extraction method, which can conveniently extract rich transaction structure information and form a feature set with a good classification effect.
· We propose a systematic approach to detect phishing scams in the blockchain ecosystem, and take Ethereum as an example to verify the effectiveness.
· We propose a new model integration algorithm, namely the Dual-sampling Ensemble algorithm, which can be used for classification problems with a high level of class imbalance.
· We propose a TG-based cascade feature extraction method for phishing account identification.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Time plus amount features achieve better performance than only used time or amount features.
· Moreover, time features only method presents better performance than amount features only method, which indicates that the importance of time features.
· The performance of their model was evaluated presenting the accuracy, precision, recall and F1-score for each data set.
· The performance of their model was presented by calculating accuracy for different numbers of participants, and the percentage of modified labels that indicate the strength of the poisoning attack. 
2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.


2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     With the development of blockchain technology, cryptocurrencies have become a new target for many financial scams. The detection of scams in the blockchain ecosystem has become an urgent and critical research issue. In this paper, we investigated an emerging new type of scam on Ethereum: phishing scam. We conducted the first systematic study of phishing scams detection on Ethereum based on transaction records. A three steps framework to detect phishing scams is proposed on the Ethereum scene by mining its transaction records. In addition, we innovatively use a network embedding method to extract features. Experimental results on Ethereum data showed the eectiveness of our proposed framework. Our framework innovatively detects Ethereum accounts rather than websites or emails. It provides a new insight into our future detection work on Ethereum. There are still some ways to improve our approach. For example, we can propose a more targeted network embedding method. Detecting phishing scams in the blockchain ecosystem is a real and critical problem. As a preliminary work in this area, we hope this work might serve as a modest spur to induce extensive eorts in this field. In the future, many issues need further research. First, there is a lot of extra information on Ethereum, such as transaction information, accounts’ attributes. These features can be incorporated into the network embedding method to achieve better results. Second, by considering the characteristics of a large scale transaction network, we can design a more suitable network embedding method to extract features. 
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