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Bank Locker Security System Using RFID and GSM Technology






ABSTRACT
The main goal of this paper is to design a locker security system using RFID and GSM technology which can be organized in bank, secured offices and homes .In this system only authenticated person can recover money from locker. We can implement a locker security system based on RFID(Radio –frequency identification) and GSM technology containing door locking system using RFID and GSM technology which can activate ,authenticate and validate the user and unlock the door .The main advantage of using passive RFID and GSM is more secured than other systems .This system consists of microcontroller ,RFID reader , GSM modem ,keyboard and LCD .The RFID reader reads the id number from passive tag and sends to the microcontroller where it checks whether it is of valid person or not (from stored data in memory of microcontroller) .If the id number is valid then microcontroller sends the SMS request to the authenticated person’s mobile through GSM, for getting original password to open the bank locker. when the person sends the password to the microcontroller, it will verify the passwords entered by the keyboard (by person present in front of locker) and received from authenticated person’s mobile phone .If these two passwords are matched then locker will be opened otherwise it will remain in locked position .This system is more secured than other systems because two passwords are required for verification and the valid person can type password from his mobile and keypad of locker which should be same as that of stored (initially during account opening) .This system can also create a log containing check-in and check-out of each user along with basic information of user.



        	








                            
                        
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Current locker system in all banks uses traditional locks, which are heavy, not protective and manually operated. 
· Lockers are operated with the help of keys which can be duplicated by professionals. 
· Each locker works on two keys, one master-key is with the bank and the other one is with the customer. 
· Every time a customer wants to use his/her locker, a record (ledger book) is maintained manually, where the customer has to sign.
· If these safe boxes have the traditional lock system it can be easily picked by burglars. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· In this present age, safety has become an essential issue for most of the people especially in the rural and urban areas.
· To resolve this issue, we have proposed a locker system, based on RFID and Password technology.
· The transmitter sends pulses of infrared radiation, while at the same time, the receiver detects any reflections. 
· If the receiver does detect a reflection, it means that there is an object at some distance in front of the sensor. 
· We have different types of key pads available in market like push button keypad, membrane switch keypad, resistive touch keypad, capacitive touch keypad, etc.
2.2. PROPOSED SYSTEM 
· In this paper, the RFID reader reads a data from tag and it also send to the microcontroller. 
· If the card is authentic then display shows the eight digit number of the card read by the microcontroller. Then the authenticated person needs to enter the password by the keypad, if the password is valid then microcontroller sends the SMS to account holder’s mobile number. 
· Then the person enters the second password to the microcontroller through keypad and compares the passwords entered also the received SMS (OTP). 
· If these passwords match, the microcontroller provides necessary control signal to open the bank locker. This method is simple and more reliable than other system.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Fingerprint scanner is low cost, low power consumption, small size, and excellent performance professional optical technology. 
· The passive tag performance depends on the size of the antenna. 
· In terms of performance of tags, the shape of the antenna also plays a very important role. The final and last part of the tag is substrate. 
· One of the main advantages is that it can be written-erased as many times as possible because it uses FLASH memory technology.
· The conversion of parallel data takes place at transmitting UART side, from a commanding device like a CPU into serial form, transmits it in serial to the receiving UART, which then converts the serial data back into parallel data for the receiving device which may be a CPU or other peripheral device. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	RFID Based Embedded System for Vehicle Tracking and Prevention of Road Accidents
	Kumar Chaturvedula .U.P, 
	The Enhanced Circuit Switched Data on GSM (ECSD) is one of the major evolutionary steps to serve real time high speed data services.

	An intelligent SMS- based remote Water Metering System
	Islam, N.S. Wasi-ur-Rahman, M. 
	The Integrated Prepaid Water Meter System is a technology for prepaid billing of water along with sufficient monitoring of the water meter readings automatically from a remote place without any human intervention. 

	SMS Based Wireless Home Appliance Control System (HACS) for Automating Appliances and Security
	Malik Sikandar Hayat Khiyal, Aihab Khan, and Erum Shehzadi. 
	This paper mainly focuses on the controlling of home appliances remotely and providing security when the user is away from the place.

	GSM-Based Wireless Home Appliances Monitoring & Control System
	Al-Ali, A.R. Rousan, M.A. Mohandes, M. 
	The design of a stand-alone embedded system that can monitor and control home appliances locally using built-in input and output peripherals is presented.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    This paper can be implemented as a locker security system using passive RFID and GSM for banks. It is a low cost, low in power consumption, compact in size and standalone system. The authenticated customer’s information (such as name, id, phone number..) can be stored in microcontroller’s memory database system and the memory capacity can also be increased if the customer limit exceeds. The microcontroller compares the passwords entered by keyboard and received through mobile phone. If these passwords (codes) are correct the microcontroller provides necessary control signal to open the locker otherwise door remains locked. Alarm will turn on whenever door is forced to open. 
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