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Encryption image binding with secret key





ABSTRACT
Symmetric key cryptography is a common cryptographic technique using the same key at both the transmitter and receiver side. The main advantage of symmetric key encryption is its less computational cost compared to its counterpart-public key encryption. In this work a new symmetric key encryption scheme is proposed. Rather than using normal binary secret keys, our technique uses images as secret keys. Message letters are converted into their corresponding 8-bit binary codes. These 8-bit codes are scanned for image pixel values which are represented by the same 8-bit codes. When a match is found between the message 8-bit code and pixel values codes that location of the pixel is saved in a separate file. Instead of saving pixel locations as (x, y) coordinates, their locations are saved as one value column wise. After having all matches, pixels locations are transmitted as cipher text. The receiver side will scan the same image for those locations and will pick values at those locations which represent message codes. The main advantage of this scheme is its high security as its key size is very large.



                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The signature identifies the image’s copyright information such as profile information, or an identification number and it is integrated within digital files as noise, or random information that already exists in the file, thereby making the detection and removal of the watermark difficult.
· If average throughput of encryption and decryption is considered, the proposed technique is much better than the existing symmetric key techniques.
· Execution time (Encryption + Decryption) of the proposed technique is compared with different existing symmetric encryption techniques.
· However, earlier findings of the research work discover that there exist certain key values that resulted in weak encryption. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· There are several issues that need to be concerned. Firstly, compression technique employs pattern library for encoding.
· The main objective of SIP was to overcome the weak key problem as well as to enhance the security strength of the algorithm.
· One of the drawbacks of DES is that the key length was too short. To overcome this problem DES was enhanced and 3DES was proposed. 
· The main challenge of the research is to overcome the weak key problem, to extend the algorithm to support variable size images and to introduce electronic codebook (ECB) and cipher block chaining (CBC) mode of operations.
2.2. PROPOSED SYSTEM 
· As cryptographic keys are very long and has to be protected from unauthorized access, a new technique generating secret keys directly from image properties was proposed.
· All images whose pixel values can represent all characters can be used as secret key. 
· Character probability is checked for any image that is to be used as secret key.
· If the characters of the secret message are present in image in the form of pixel values, find the location of every character. 
· There can be multiple locations for one character, take any random location. After finding all the locations of characters, write these locations in a separate file.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In Symmetric key encryption or secret key encryption, only one key is used for both encryption and decryption.
· In study of different symmetric key algorithms is performed. Files of variable sizes and contents were encrypted and performance was measured. 
· Images are routinely used in diverse areas such as medical, military, science, engineering, art, entertainment, advertising, education as well as training.
· Digital watermarking or also known as digital fingerprinting is another technique that is used for digital image protection. 
· This technique inserts pattern of bits known as signature into a digital image, audio or video file. 
2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, a new symmetric key encryption technique is implemented using image as secret key. The pixel locations of characters of message text are transmitted as cipher text instead of transmitting actual message text. On receiving side, receiver extracts actual text by using the locations of secret key image pixels. Security and computational analysis is presented which showed that the proposed technique has low computational cost and high security because of the huge key size. The computational cost of the proposed technique is calculated for different message file sizes and compared with the computational costs of the state of the art encryption techniques available in literature. Computational analysis shows that the proposed technique is well ahead of the existing techniques. 
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