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ABSTRACT
With the increased popularity of online social networks, spammers find these platforms easily accessible to trap users in malicious activities by posting spam messages. In this work, we have taken Twitter platform and performed spam tweets detection. To stop spammers, Google SafeBrowsing and Twitter’s BotMaker tools detect and block spam tweets. These tools can block malicious links, however they cannot protect the user in real-time as early as possible. Thus, industries and researchers have applied different approaches to make spam free social network platform. Some of them are only based on user-based features while others are based on tweet based features only. However, there is no comprehensive solution that can consolidate tweet’s text information along with the user based features. To solve this issue, we propose a framework which takes the user and tweet based features along with the tweet text feature to classify the tweets. The benefit of using tweet text feature is that we can identify the spam tweets even if the spammer creates a new account which was not possible only with the user and tweet based features. We have evaluated our solution with four different machine learning algorithms namely - Support Vector Machine, Neural Network, Random Forest and Gradient Boosting. With Neural Network, we are able to achieve an accuracy of 91.65% and surpassed the existing solution by approximately 18%.
                         
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Many existing solutions, there are very few comprehensive solutions that can be used for blocking spam tweets in real-time.
· A work studies to detect spammers who post at least a tweet which contains unrelated URL with the real content of the tweet.
· It seems that our approach is much simple than the previous approaches, but later we will show its effectiveness.
· It has various forms and definitions depend on the type of the network. With millions of users across worldwide, Twitter provides a variety of news and events.
· However, with the ease of dissemination of news, and allowing users to discuss the stories in their status, these services also open opportunities for another kind of spam.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· They used word vector to train their model, but they have not explored user or tweet based features to address the problem.
· In this paper, we give a framework based on different machine learning approach that deals with various problems including accuracy shortage, time lag(BotMaker) and high processing time to handle thousands of tweets in 1 sec.
· The benefit of using these words based on their entropy score in the feature-set is that we were able to reduce uncertainty in the prediction outcome as these words have a different impact of frequency count in spam and non-spam tweets.
· We will consolidate these three approaches to handle Spam Drift problem. 
2.2. PROPOSED SYSTEM 
· In this study, the proposed spammer detection classifies accounts into a spammer or non-spammer by studying/identifying user behavior and tweet-based features (number of followers, following, mentions and hashtag).
· In this study, we propose a new approach which follows rules of Twitter to identify spammer.
· One work proposed a novel approach to detect spambot in Twitter. 
· The tweets usually contain malicious link. It proposed graph-based feature and content-based feature. 
· The proposed approach, although it seems simpler than the other work, it shows promising approach.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· This research used information gain to determine the ranking of important features. 
· We will measure the Twitter spam detection performance on our dataset by using four machine learning algorithms, Support Vector Machine with kernel, Neural Network, Gradient Boosting and Random Forest.
· But one of the weak aspects of BotMaker is that it fails to protect a victim from new spam, i.e. it is not an efficient tool for real-time spam tweets detection.
· The application is built to evaluate the performance comparing C5.0 algorithm. 
· Some comparisons have been performed as well, and Naïve Bayes returns much better performances comparing the other classification algorithms. 
2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we present a novel framework for real-time spam detection in Twitter. We collected a large number of 400,000 public tweets. Based on tweet’s text we extract top30 words which are able to give the highest information gain in order to classify the tweets. We have also tested our approach with real-time tweet detection that has outperformed existing approach by 18%. As Twitter API is available to all users, spammers may change their behavior over the time. In thereal world, spam tweet’s feature keeps on changing in an unanticipated way. This problem is referred as ”Spam Drift.” 
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