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Secure communication transaction in it industry





ABSTRACT
Security of electronic transaction over insecure communication channel is a challenging task that includes many critical areas as secure communication channel, strong data encryption technique and trusted third party to maintain the electronic database. The conventional methods of encryption in Secure Electronic Transaction can only maintain the data security. The confidential information of customer could be accessed by the unauthorized user for malicious purpose. Therefore, it is necessary to apply effective encryption methods to enhance data security as well as authentication of data communication. The multiple encryption technique provides sufficient security for electronic transactions over wireless network. In this research paper, the needs of multiple encryption technique in Secure Electronic Transaction are proposed to enhance the security of confidential data. This technique increases the data security in such a manner that unauthorized user can not access any part of information over wireless network as internet.




                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· This is because many media expose bad news about the Internet security, although security technology for the Internet exists and good enough for protecting transactions via the Internet. 
· E-commerce exists before the Web, even though the term e-commerce is just widely used recently.
· In traditional commerce, negotiations and making contracts are conducted by physical existence of buyers and sellers. 
· In other words there exists an efficient quantum algorithm to factor large numbers.
· SET is a set of rules and regulations that enable users to perform financial transactions through existing payment system over insecure wireless network (internet) in much secure and reliable manner.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Trusted third-party also receives certificates from the credit/debit card issuer bank. These digital certificates include the public keys of bank and merchant.
· A trusted certificate authority makes an important role to register cardholders and merchants and after final approval certificate authority issues the security details and a unique signature key for online transactions.
· Authentication is an important issue for online users who perform online transactions over unreliable and insecure wireless network. 
· This device-to-device payment system is facing major security issues. 
2.2. PROPOSED SYSTEM 
· The new trend in the field is the M-commerce that involves making purchases through mobile devices.
· One of the many ways to make a company known work is the World Wide Web, which the company presents its products and customer service.
· E-business is a new way of doing business, a new way of using technology and a new way of creating companies. 
· There is no secret to anyone that the Internet has revolutionized the business world that is constantly trying to adapt to changing market needs digital.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Reducing traffic and pollution in the city, because buying products and services online but this does not involve the displacement.
· By reducing the price it offers advantages to those with low income, thus contributing to social protection.
· Increase efficiency and improve quality of products and services sold.
· There are advantages for online business advantages that benefit both the business and the company's customers recipients.
· Any distributed application requires the prior existence of a well-defined target group that ensures efficient use of its resources. 
2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.


2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005









CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    Multiple encryption is an ambivalent encryption technique for Secure Electronic Transaction and it will play an important and revolutionary role in secure electronic transaction over wireless network. Multiple encryption in Secure Electronic Transaction describes the enhanced security as well as integrity of confidential data due to multiple encryption operations. The main advantage of multiple encryption is that it provides better security because even if some secret or encryption keys are cracked or some part of cipher texts are broken, the confidentiality and privacy of original data can still be maintained by multiple encryption. Secure electronic transactions with multiple encryption will be an important part of electronic commerce in the future. Such level of security is required to earn the interest and trust of customers, merchants and financial organizations for online transaction over wireless network. The ideal of the secure electronic transactions protocol (SET) with multiple encryption is important for the success of electronic commerce. 
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