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My decision and my privacy networks






ABSTRACT
In today’s world, most of the people utilize Online Social Networks (OSN) to mingle with people of their interest. Various new and innovative photo sharing features attract many users and kindle them to post several photos. The user has the privilege of posting any photo on his/her profile and share it with a range of people. Unfortunately, it may leak user’s privacy if others are allowed to post, comment, and tag a photo freely. To address this issue we have proposed a system that would notify OSN users, if any of their friends post a content that involves them. The Face Recognition (FR) system extracts facial features of the user’s friends and gets trained. If the user’s friend posts a photo that includes people other than himself/herself, then that photo is fed into FR system. The system detects all faces in the photo, locates facial details and compares with the faces of the other friends in the list.



 

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It allows users to easily choose suites of privacy settings that can be created by an expert using privacy programming or can be created through exporting them to the abstract format or through existing configuration UIs. 
· A Privacy suite can be verified by a good practice, a high level language and motivated users which then can be then distributed to the members of the social sites through existing distribution channels.
· It presents a system that consists of policies in the form of constraints on the type, depth and the trust level of the relationship that are existing on the access control model for Web-based social networks (WBSNs). 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· There's no restriction with sharing of co-photos. On the contrary, social network service suppliers like Facebook are encouraging users to post co-photos and tag their friends so as to attract a lot of folks. 
· Unfortunately, on most current OSNs, users do not have any management over the details leaked outside their profile page. 
· People are unaware of their photos being posted on their friend’s profile. 
· This creates an issue for users who share media without knowledge of this occurring. The exploitation of a single shared photo can result in an adversary. 
2.2. PROPOSED SYSTEM 
· While intensive research interests lie in FR engines refined by social connections, the security and privacy issues in OSNs also emerge as important and crucial research topics.
· Orthogonal to the traditional cryptographic solution, this work proposes a consensus-based method to achieve privacy and efficiency.
· Basically, in our proposed one-against-one strategy a user needs to establish classifiers between self, friend and friend, friend also known as the two loops in Algorithm.
· To break this dilemma, we propose a privacy-preserving distributed collaborative training system as our FR engine. In our system, we ask each of our users to establish a private photo set of their own.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We propose a privacy-preserving, distributed and collaborative training system. In our system, we ask each of our users to establish a private photo set of their own, ensuring to make use of it only for the FR system.
· We use these private photos to build personal Face Recognition engine based on the specific facial context. 
· We have proposed a novel consensus based approach that would efficiently deal with the privacy of the users. 
· All the faces in the photograph are recognised. Each person’s facial specifications are verified with the FR system, which has student the facial specifications of the user’s friends. 
· User’s friends on the photo are identified and a request notification is sent to their profile for them to decide on uploading the photo. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Privacy and Security Issues in Online Social Networks
	IkramUd Di, 
	It has allowed users to share information and exchange opinions, and also express themselves in online virtual communities to interact with other users of similar interests.

	Personal Information Privacy Settings Of Online Social Networks and Their Suitability For Mobile Internet Devices
	NahierAldhafferi, Charles Watson and A.S.M Sajeev
	Most social network providers have developed several techniques to decrease threats and risks to the users’ privacy.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    When most of the people use Online Social Networks to socialize, then there is a need to provide enough privacy policies that would prevent privacy leakage. The designed portal will let user know when others post their photos, without user’s knowledge. The system reads the photo and learns all facial specification. The photo is fed into the trained system. It then recognizes all the faces in it. It compares and predicts the faces based on the similarity of facial features and labels them. Any unknown person in the photo is automatically blurred, preserving the privacy of the unassociated circle. Our system finds and recognizes people with high accuracy and correctly predicts the faces. It works efficiently with less latency. However the current system is designed only for the close circle. Hence the system will be widened to next circle of people, say friends of friends. A responsive GUI that will result in blurring the user’s identity will be included thereby ensuring the user’s control over the post. These will eventually increase the privacy and control over their photos. 
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