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ABSTRACT
Chat applications have become one of the most important and popular applications on smartphones. It has the capability of exchange text messages, images and files which it cost free for the users to communicate with each other. All messages must be protected. The aim of the paper is to propose chat application that provides End-to-End security that let safely exchange private information with each other without worrying about data. In addition to the protection of storage. A list of requirements to make secure chat application is presented in this paper and based on these requirements, the application was designed. The proposed chat application was compared with other popular applications based on those requirements as well as it has been tested as a proof for providing End-to-End security.



        


                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Many similar messengers exist, we limited our analysis to messengers of some notability.
· A secure channel with separate keys exists between each device pair of the communicating users. 
· The sending device needs to know all encryption keys of the receiving devices and therefore the number of existing devices.
· This can be achieved e.g. by a password-based login or by having an existing device share an authentication token.
· In the device level approach, an existing device can add the new device to all conversations and groups. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Viber has privacy issues such as adding a friend without his knowledge or adding him to a group without his permission. 
· Consumers demand better security and privacy in messaging Apps, software development companies have been attempting to address these issues.
· It has been highlighted that WeChat has major privacy issues and the safest option is to remove the App from your phone. 
· This problem is not solved by simply using group messaging in all cases of the protocols and techniques that will be presented.
· This might pose a problem for some workloads, especially if data needs to be shared with same-owned devices and a large number of devices that belong to different users at the same time. 
2.2. PROPOSED SYSTEM 
· The proposed architecture is designed to be Client-Server chat application. In client side, when a user sets up the application, the user either selects registration or log-in. 
· To analyze and evaluate proposed chat we have compared proposed chat with popular applications.
· The aim of the paper is to propose chat application that provides End-to-End security that let safely exchange private information with each other without worrying about data.
· The proposed chat application was compared with other popular applications based on those requirements as well as it has been tested as a proof for providing End-to-End security.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The certain number of always online devices and accompanying performance losses are disadvantages for message exchange.
· The Messaging Layer Security (MLS) protocol allows for an efficient key rotation algorithm that scales logarithmically for a large number of partaking devices.
· A new key is derived via the key derivation function, the old key cannot be recovered easily and efficient attackers cannot recover the old keys for previous messages.
· There is a protocol in development that provides a method to efficiently update a group key. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Client/server and peer-to-peer models: basic concepts
	D. Moltchanov, 
	Client/server and P2P systems are implemented as virtual networks of nodes and logical links built on top of an existing (aka underlay) network, typically the Internet.

	Security Analysis of the Telegram IM
	T. Susanka, 
	It introduces its own home-made cryptographic protocol MTProto instead of using already known solutions, which was criticised by a significant part of the cryptographic community.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we introduced a specification for preserving the security and privacy of the chat application. We described a set of requirements for making secure chat and implement it by using modern methods and lightweight for providing speed and good protection to its clients. XSalsa20 algorithm ideal for mobile devices because of its high security, high performance and maintains battery life. Clients can be confident that nobody can read their messages, even if the mobile phone reaches wrong hands cannot enter to the application and cannot access the data stored locally. 
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