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ABSTRACT
Steganalysis is the art of detecting the message's existence and blockading the covert communication. Various steganography techniques have been proposed in literature. The Least Significant Bit (LSB) steganography is one such technique in which least significant bit of the image is replaced with data bit. As this method is vulnerable to steganalysis so as to make it more secure we encrypt the raw data before embedding it in the image. Though the encryption process increases the time complexity, but at the same time provides higher security also. This paper uses two popular techniques Rivest, Shamir, Adleman (RSA) algorithm and Diffie Hellman algorithm to encrypt the data. The result shows that the use of encryption in Steganalysis does not affect the time complexity if Diffie Hellman algorithm is used in stead of RSA algorithm.



        	

                
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Cryptography prevents unauthorized party from discovering the content of communication but Steganography prevents discovery of the existence of communication (i.e., Cryptography makes data gibberish and known the message passing while Steganography tends to conceal presence of hidden data and unknown the message passing).
· The PSNR and Maximum Hidden Capacity (MHC) of this technique are high comparing to the existed techniques. 
· More information than that other existed methods and the visual quality of the stego image is also improved, in addition to it is effective for secret data communication. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Cryptography problem is that, the cipher text looks meaningless, so the attacker will interrupt the transmission or make more careful checks on the data from the sender to the receiver. 
· Steganography problem is that once the presence of hidden information is revealed or even suspected, the message is become known. 
· The main issue is that the secret message will not be unnoticed if a third party tries to intercept the cover media (cover image).
· Although cryptography and steganography could be used to provide data security, each of them has a problem. 
2.2. PROPOSED SYSTEM 
· The main objective of the proposed method is to introduce more secure communication by merging cryptography and steganography techniques to make it more difficult for a steganalyst to retrieve the plaintext of a secret message from a stego-object. 
· The idea of this proposed algorithm is that using the digits of MPK encoding instead of bits of secret message in hidden step to increase the capacity and quality because MPK encoding represents each character by two digits instead of 8 bits.
· In, a new method has been proposed for hiding any encrypted secret message inside a cover file.
· The performance of the proposed merged algorithm is evaluated by measuring imperceptibility (Stego-image quality), and payload (hiding capacity).
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The number of instructions executed is a measure of time complexity of the algorithm therefore we calculated the number of instructions executed both at sender and receiver side to compare the performance of pure steganography and our proposed scheme. 
· To check the efficacy of the proposal, we calculated the number of instructions executed at sender and receiver site since the number of instructions executed is a measure of time complexity of the process.
· The image is now used as a cover to embed the encrypted information. 
· This process is done by LSB encoder which replaces the least significant bit of pixel values with the encrypted information bits. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A Method for Signature Casting on Digital Images
	Pitas, I., 
	Signature (watermark) casting on digital images is an important problem, since it affects many aspects of the information market.

	Electronic Document Distribution
	Maxemchuk, N. F., 
	Findings from this study should lead to an increased awareness of electronic delivery options in libraries across the country and elucidate the dynamics involved at individual sites.

	Document Identification for Copyright Protection Using Centroid Detection
	Low, S. H., N. F. Maxemchuk, and A. M. Lapone, 
	 We propose a different approach where a text document is marked by shifting certain text lines slightly up or down or words slightly left or right from their original positions. 

	Exploring Steganography: Seeing the Unseen
	Johnson, Neil F., and SushilJajodia. 
	In this article the authors discuss image files and how to hide information in them, and discuss results obtained from evaluating available steganographic software.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005


CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The LSB modification technique provides an easy way to embed information in images, but the data can be easily decoded. The proposed scheme used in this paper encrypts the secret information before embedding it in the image. Certainly the time complexity of the overall process increases but at the same time the security achieved at this cost is well worth it. This cryptographic scheme can be used for other steganographic techniques also. 
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