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ABSTRACT
Now a days Attacker’s launch attack campaigns targeting the zero day vulnerability, compromising internet users on a large scale. The first response to such campaigns is to detect them and collect sufficient information regarding tools, techniques used to exploit the vulnerability. Hence effective capturing of the attack data and its timely dissemination to defenders is required for the mitigation and prevention of the large scale attacks. The objective of our survey is to make an automated attack data capturing and sharing mechanism. This study will help us in finalizing the standard format for information sharing, further which could be machine readable. Such a system would be able to timely capture and identify the presence of a large scale targeted attack campaigns and effectively share the attack data with the security agencies in a format that is readily usable\actionable by them. We have also highlighted the fact that the format for sharing attack data is very crucial and the data sharing format should be machine digestible to reduce the human intervention and increase the response time.



                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Existing attacks fall into two categories, based on their assumptions on how much information attacker has about the classifier.
· Through detailed experimentation and testing, we find that this vulnerability does in fact exist in a variety of the most popular image classification contexts, including facial and iris recognition, and the identification of traffic signs and flowers.
· Another group of attacks do not rely on querying the victim DNN, but assume there exists another model which has similar functionalities as the victim DNN.
· That state-of-the-art adversarial attacks can adapt and bypass most existing defense mechanisms.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Time reduction in problem resolution, vulnerability reports are automatically process and participation in a standard format with strong multivendor support.
· Mandiant searched for functionality potentially susceptible to injection-based issues allowing for remote code execution or unauthorized access to data stored within the SQL database or on the remote file system.
· Mandiant also carefully evaluated the Accellion FTA software’s authentication logic to ensure it was not vulnerable to an authentication bypass issue, which might allow an attacker to access an authenticated endpoint without being validly authenticated. 
2.2. PROPOSED SYSTEM 
· We propose and evaluate multiple approaches for defense, including a neuron-distance technique that successfully defends against these attacks while also obfuscates the link between Teacher and Student models. 
· We will discuss the impact on performance, and propose techniques to extract such information from the Student using a few additional queries.
· We first evaluate the proposed attacks assuming the attacker knows the exact transfer approach used to produce the Student model.
· We identify techniques that allow attackers to associate Student models with their Teacher counterparts, and launch highly effective misclassification attacks on black-box Student modelS.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Effecting sharing of this threat intelligence, various standards are emerging which enables researchers, security professionals, academicians to share threat intelligence efficiently in a common machine digestible data format. 
· The scam program, “which is used to collect the network data” is utilized by the attacker and to make its use in the primitive of another attacks. 
· Cybox is standardized XML based language which is used to represent observables in the operational domain for specification, capturing, characterization and communication of events or stately properties. 
· It is helpful to express events such as file deletion, events, changes to registry keys values and communication via HTTP which would takes place at the time of attack
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Comparative Study and Analysis of Network Intrusion Detection Tools
	Dhanashri Ashok Bhosale 
	One of the most common way to secure information in the computer from malicious use is IDS Intrusion detection system(IDS) is most prominent to secure a computer and network against intrusion.

	A Study on Network Intrusion Detection Based on Proactive Mechanism
	Munish Sharma, Tejinder Kaur 
	Intrusion Detection System (IDS) defined as a Device or software application which monitors the network or system activities and finds if there is any malicious activity occur.

	A framework for cyber security information sharing and risk reduction
	Cristin Goodwin, J. Paul Nicholas. 
	In cybersecurity, receiving the right information at the right time can empower decision-makers to reduce risks, deter attackers, and enhance resilience.

	Security automation and threat information- Sharing options
	Panos Kampanakis. 
	This article presents the basic features of these schemes, identifies the problems they're trying to solve, and summarizes areas where they overlap and differ.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    It is concluded with the thoroughly study of literature survey that lots of sharing standards are there with special features. To selecting a standard sharing format is very crucial in society as it should be easily understandable, very informative, less time consuming and should be in the machine readable form. So the standard structured format that we have selected for automated sharing of information on attack data is the CSV (Comma Separated Values) format. As all the information about targeted attacks will automatically generated using the honeypots and ELK technology and shared with the society in a CSV format 
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