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ABSTRACT
Cloud computing is a major blooming technology which has numerous applications in today’s market and is rightly so hyped. Images are a major part of today’s internet data traffic, especially due to widespread social media, and hence, its security is crucial. However, in the present scenario, the images in cloud are a major issue in terms of security. Since the user who has uploaded the image has no control over the security of images, the cloud provider has to ensure maximum security in terms of authentication and prevention from attacks. The main objective of this paper is to provide a method to enhance the safety of images on cloud. This paper presents an idea of securing images on cloud platform using biometric authentication. Different steps involved in biometric authentication and secure upload and access of images are explained, and integration of all the steps is done at the end as a case study which puts light on the whole process in which methods are best-regarding results and compatibility. The proposed algorithm in this paper presents the idea of authentication of images in two basic steps of image compression using standard discrete wavelet transform method followed by image encryption using the hybrid method of SHA and blowfish. This image is then stored into the database of cloud and accessed whenever the user requests it. A structured and comprehensive view of encryption methods, types of biometrics and to secure data as well as images is provided in this paper.
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In most cases, only bits carrying important information are taken into consideration. Some of the existing methods for image compression in cloud computing.
· In this method of compression, the image is divided by different frequencies of different parts of the image. To compress an image, the parts of the image containing the less important frequencies are discarded.
· Image compression is the first step towards the image protection, and uploading of the images needs to be accurate.
· The leftover frequencies are used to determine the image during its retrieval.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
Despite increased security, efficiency, and convenience, biometric authentication and its uses in modern-day tech and digital applications also has disadvantages:
· Costs – Significant investment needed in biometrics for security
· Data breaches – Biometric databases can still be hacked
· Tracking and data – Biometric devices like facial recognition systems can limit privacy for users
· Bias – Machine learning and algorithms must be very advanced to minimize biometric demographic bias
· False positives and inaccuracy – False rejects and false accepts can still occur preventing select users from accessing systems
2.2. PROPOSED SYSTEM 
· We need to select the best method that would be compatible with our proposed biometrics encryption system.
· Therefore, image privacy and protection is of crucial importance currently. Similarly, in cloud-computing image, privacy is at most needed. We also know that biometric characteristics are the unique characteristics of a person. 
· Therefore, in this paper, we have used biometric characteristics of a person for image protection in cloud computing.
· In this paper, a method of biometrics authentication coupled with image encryption to ensure that the security of images on the cloud architecture is proposed.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
Biometric authentication and its uses in modern-day tech and digital applications has a number of advantages:
· High security and assurance – Biometric identification provides the answers to “something a person has and is” and helps verify identity
· User Experience – Convenient and fast
· Non-transferrable – Everyone has access to a unique set of biometrics
· Spoof-proof – Biometrics are hard to fake or steal
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Secure mobile cloud computing based-on fingerprint
	Al-hamami AH, Al-juneidi JY (2015) 
	The password consists from the finger sequence in the hand (left or right) plus a fixed password; this will make the passwords to be easy to remember.

	Biometric inspired homomorphic encryption algorithm for secured cloud computing
	Bala Y, Malik A (2018) 
	This paper presents a novel biometric inspired homomorphic encryption algorithm (BIHEA) for secured data/files transmission over hybrid cloud environment.

	Biometric authentication in cloud computing
	Batool R, Naveed G, Khan A (2015) 
	Cloud computing reduces the cost of any business organization by providing scalable, configuring devices

	Image compression and the discrete cosine transform
	Cabeen K, Gent P (2019) 
	These functions illustrate the power of Mathematica in the prototyping of image processing algorithms. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.

2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005









CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    Many studies and research papers have analyzed the concept of security of images on cloud based on confidentiality, integrity, and availability. In this paper, a method of biometrics authentication coupled with image encryption to ensure that the security of images on the cloud architecture is proposed. Numerous amounts of attacks everyday conclude to the fact that private images require special attention than the data on the cloud as compared to the other forms of data. Biometrics have been on rising as an authentication process to authorize the user and set some permission checks to not allow authorization to any other entity. If the procedure of authorization itself is made strong and faultless, then the level of security of the overall system increases. Successive steps such as compression and encryption of images get an extra level of reliability. Most modern systems have a biometrics scanner embedded inside of them especially when taken into consideration the iris recognition. 
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