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ABSTRACT
Security threats against computer systems are a big problem today which also includes PHP made applications. The report is focused on protection with the help of code and not how you protect a web server. Its purpose is not to educate the readers of the thesis how to make a PHP application, the purpose is how to program a safer PHP application. The thesis contains information about common security threats against PHP scripts. It contains in most cases examples of what an attack can look like and how a protection for that example can be achieved. We have tested all code examples if they work by installing our own server with the configurations according to the delimitations of the thesis and putting up small PHP applications, which we have attacked and then protected. The contents and result of this thesis can benefit developers that use PHP as a programming language for creating web applications, by giving them information about common threats and protection.



    

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The more difficult aspects of applied crypto, such as key management, overall cryptographic architecture design, tiering, and trust issues in complex software. Existing crypto hardware, such as a Hardware Security Module (HSM) solutions, can make your job easier. 
· Use existing secure framework features rather than using new tools, such as third-party libraries.
· For accessing the information about the uploaded files, two methods exist. The current method is relatively safe. On the other hand there is also a legacy method that is dangerous and should not be used anymore. 
· Other databases that do not allow to set default access credentials via php.ini directives a similar solution exists. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· We are not only describing and discussing the problems of different PHP vulnerabilities, we are also testing and verifying the different vulnerabilities found.
· To present the entire script in all cases would be too extensive, but we will present enough to give a general understanding of the problem areas and their solution. 
· The purpose of breaking into a system is to steal or destroy data of the system or in other ways cause problems. 
· The core problem is that if the script trusts external data as it is, attackers could take advantage of this and send bad data.
2.2. PROPOSED SYSTEM 
· Keep various audit and transaction logs separate for both security and auditing purposes.
· The features used for this purpose do not need to be unique. The idea is simply to introduce new information items in order to raise the bar for an attacker. 
· Chances are that the library functions are reviewed by many people and that they contain less errors than a custom function that serves the same purpose.
· So using the .php ending for include files is only an option if include files are used for classic library purposes.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The web programming language PHP is used by a lot of developers today, which means that a lot of web applications are made in PHP.
· Cross site scripting, or short XSS, is a threat against web applications. An XSS attack takes advantage of a PHP script’s trust towards external data. 
· It takes advantage of applications that trust their users. The attacker uses this trust for his/her purposes. 
· If a web shop is not protected and its commands for ordering are handled by the get method, as the forum example, the attacker could take advantage of a membership of a customer and order merchandise to the customer by the customer.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	The underground guide to computer security
	Alexander, Michel (1996), 
	This important text/reference presents a comprehensive guide to the field of computing and information security and assurance.

	Database systems A practical approach to design, implementation, and management
	Connolly, Thomas & Begg, Carolyn (2002), 
	This best-selling text introduces the theory behind databases in a concise yet comprehensive manner, providing database design methodology that can be used by both technical and non-technical readers.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    PHP security is a matter of effort in many cases. It is very easy to create a guestbook on a personal homepage that works, but it takes more effort to create one that is not vulnerable to XSS or SQL-injection for example. Security is not only a part of the programming phase of a system, it is important that security is a part of the system design and planning as well. The chosen kinds of attacks and vulnerabilities written in this report, are what we think are the most common and interesting kinds of attacks and vulnerabilities. The programming language PHP will keep on developing, the attackers will probably keep on trying to attack PHP applications. There will most likely arrive new kinds of attacks and vulnerabilities that will be used widely, but also new methods of protecting PHP scripts. It would be impossible to cover all different combination of how the vulnerabilities explained could be exploited, but with principle of how it works, it is also possible to understand how to protect a script from being a possible target of attacks. Based on the result in this thesis, we have found some general actions to take in order to create more secure PHP system. Thinking of these things will make the system less vulnerable to possible attacks. 




                                             CHAPTER-6
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