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Secure data transmission in network (inside attack)



ABSTRACT
In the present scenario, any type of communication over the internet and other network applications need to be secure due to their increasing utility. For this task, lots of algorithms for security have been implemented and used so far. With these developments, attackers have also come up with the new ideas to penetrate the communication mediums. Till now cryptography has been the mainstay for defending the secure data transmission. With the increasing threat, Steganography has also taken space for security purpose. In cryptography, we change the natural form of data by using different security algorithms, which leads to increasing security of the communication process. In Steganography information is kept hidden from the attacker for communicating the information safely with the use of images, audios, videos etc. So for more security during data transmission, we have proposed the method of using both the techniques cryptography, and steganography. In cryptography we will perform three level encryption with the use of AES, DES and Blowfish algorithms. In steganography, we will be embedding the data file in any audio, video or image with the use of LSB, DWT and DCT technique and then we will communicate the secure data to the receiver end.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· These vulnerabilities exist in the examination of encrypted packets as they pass through the infrastructure.
· But generally speaking, the debate exists because of the sheer quantity of data being passed.
· The argument exists not only about the relevance of data, but also how long the data is meaningful as compared to how long it might take to decipher. 
· While this is a simplistic example, it should be considered that with powerful computing capabilities that exist today, vulnerabilities in even extremely complex key material could easily be exploited. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The objective of our proposed work is to find an alternative to the problem faced by the different organization, companies and people for transmitting their critical and important data. 
· The communication problem in computer networks can be defined as the task of transferring data entered by an application user in one system to an application user in another system through one or more intermediate networks. 
· The communication problem is solved using a layered approach through a collection of protocols forming the so-called protocol suite. 
· Each layer, dealing with a particular aspect of the communication problem, is implemented with a particular protocol and the protocols co-operate with each other to solve the entire communication problem. 
2.2. PROPOSED SYSTEM 
· More security during data transmission, we have proposed the method of using both the techniques cryptography, and steganography. 
· In Asymmetric encryption and decryption process, both the sender end and receiver end use the different key and this proposes the concept of using public and private key in encryption and decryption phenomenon in the communication process.
· The key point of our proposed work is that we can encrypt the data file in any of the desired order.
· With the increasing threat, Steganography has also taken space for security purpose.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· As the attacker injects more and more data packets, the size of the ACK storm increases and can quickly bring down performance of the network.
· Chargen (Character Generator) is a protocol of the TCP/IP protocol stack and is used for testing and performance measurement purposes.
· The firewall is often a kind of bottleneck for network performance.
· The structure and transmission of the frames depends on the topology and hardware technology (like Ethernet, Token Ring and etc) used for the network. 
· The process of wiretapping differs depending on the communication medium used. 
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	             TITLE
	            AUTHORS
	     DESCRIPTION

	An Effective Approach to Information Hiding for Secure Message Transmission
	M. K. S. V. Shrivastav, 
	The network security is becoming more important as the amount of data being exchanged on the Internet is increasing.

	Audio Steganography using RPrime RSA and GA Based LSB Algorithm to Enhance Security
	D. A. S. Ambhaikar, 
	Audio Steganography is a technique used to transmit hidden information by modifying an audio signal in an imperceptible manner.

	Comparative Study of AES, Blowfish, CAST-128 And DES Encryption Algorithm
	S. H. O. M. M. S. H. N. Youssouf Mahamat Koukou, 
	This paper provides a fair comparison between four most common symmetric key cryptography algorithms: AES, DES, CAST 128 and Blowfish.

	A Recent Study of Various Encryption and Decryption Techniques
	V. k. V. Sandip Thitme, 
	The data like texts, images are commonly used in communication through network. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.

2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005







CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
Our proposed work in the research paper gives an idea about the use of different algorithms in a spectrum where the encryption and decryption process works simultaneously with the added punch of steganography which provides us with a much-needed teeth. We have tried to use the most versatile, secure, user-friendly algorithms. It can be used in different fields like private companies, different govt. organizations like aeronautical agencies, research and development organizations, intelligence agencies etc.
















                                             CHAPTER-6
                               REFERENCE
· [1] M. K. S. V. Shrivastav, "An Effective Approach to Information Hiding for Secure Message Transmission," International Journal of Computer Trends and Technology, 6-June 2013. 
· [2] D. A. S. Ambhaikar, "Audio Steganography using RPrime RSA and GA Based LSB Algorithm to Enhance Security," ResearchGate, November2012. 
· [3] S. H. O. M. M. S. H. N. Youssouf Mahamat Koukou, "Comparative Study of AES, Blowfish, CAST-128 And DES Encryption Algorithm," IOSR Journal of Engineering, vol. 06, no. 06, June 2016. 
· [4] V. k. V. Sandip Thitme, "A Recent Study of Various Encryption and Decryption Techniques," International Research Journal of Advanced Engineering and Science. 
· [5] S. M. Thampi, "Information Hiding Techniques: A Tutorial Review". 
· [6] I. B. a. G. S. Souvik Bhattacharyya, "A Survey of Steganography and Steganalysis Technique in Image, Text, Audio and Video as Cover Carrier," Journal of Global Research in Computer Science, vol. 2, no. 4, April 2011. 
· [7] P. C. Mandal, "A Study of Steganography Technique using Discrete Wavelet Transform," Journal of Global Research in Computer Science. 
· [8] A. Takiedeen, "Design and Implementation of Hybrid Encryption Algorithm". 
· [9] "Adanced Encryption Standards(AES)," in Federal Information Processing Standards Publication 197. 
· [10] K. S. S. K. Sean Laurel Rex Bashyam, "Hybrid cryptography using symmetric key encryption," Research Gate, no. 6, July 2015. 

image1.jpeg




