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ABSTRACT
Wireless Networks are susceptible for a variety of malicious attacks because they use shared transmission medium. The transmission of information may be jammed by an attacker by introducing malicious packets into the network. These jammers create a lot of noise in the total network and create problems at both the ends of transmission and affect the performance of the wireless networks. Hence in every wireless network employ certain techniques to detect or to avoid or to prevent jamming attacks. Jammers deny services to the authorized users by jamming legitimate traffic by illegitimate traffic. An attacker sends unauthorized packets to the nodes in the network and increase the traffic to jam the network. The jammers purposefully interfere with the physical transmission and reception of the wireless communication. The jamming attacks do not comply with the MAC protocols. The impact of an unintentional disruption can be minimized by identifying the presence of the jamming attacks and by implementing an appropriate prevention methods. Jammers can be identified in the MAC layer. To prevent these attacks, some schemes such as Triple DES, multilevel steganography. This paper also investigates the solutions to reduce the effectiveness of jammer as well as to decrease the jamming rate.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We conduct a comprehensive, in-depth review on existing jamming attacks in various wireless networks, including WLANs, cellular networks, CRNs, Bluetooth and ZigBee networks, LoRaWANs, VANETs, UAVs, RFID systems, and GPS systems.
· The vulnerability of existing wireless networks can be attributed to the lack of effective anti-jamming mechanisms in practice. 
· The jamming vulnerability of existing wireless networks also underscores the critical need and fundamental challenges in designing practical anti-jamming schemes.
· With the primer knowledge provided above, we now dive into the review of existing jamming attacks in WLANs. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· These jammers create a lot of noise in the total network and create problems at both the ends of transmission and affect the performance of the wireless networks. 
· The work in studies the problem of a legitimate node and a jammer transmitting to a common receiver in an on-off mode in a game-theoretic framework.
· The impact of an unintentional disruption can be minimized by identifying the presence of the jamming attacks and by implementing an appropriate prevention methods. 
· With regard to the machinery and impact of jamming attacks, they usually aim at the physical layer and are realized by means of a high transmission power signal that corrupts a communication link or an area.
2.2. PROPOSED SYSTEM 
· While there are many jamming attacks that were originally proposed for Wi-Fi networks, they can also be applied to other types of wireless systems.
· Their proposed scheme is capable of replying ACK packets to the legitimate transmitter to hijack its retransmission protocol, thereby resulting in a complete Wi-Fi packet loss whenever packet error occurs.
· Frequency-sweeping jamming attacks were proposed to get around of this constraint, such that a jammer can quickly switch (e.g., in the range of 10 µs) to different channels.
· Then, the preamble attacks proposed for thwarting timing synchronization can also be used to destroy the frequency offset correction functionalities.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· If the attacker abuses a protocol with the goal to obtain performance benefits itself, the attack is referred to as misbehavior.
· Jamming can be considered as one of fundamental way of degrading network performance.
· Our findings show that a selective jammer can significantly impact performance with very low effort. 
· To detect jamming attacks some statistics are used such as signal strength, carrier sensing time, packet delivery ratio.
· Jammer can achieve this goal by either blocking real traffic or, by preventing reception of messages. There are different jamming models which can be used by jammer to address jamming attacks.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Packet-Hiding Methods for Preventing Selective Jamming Attacks
	Alejandro ProaË.no, Loukas Lazos, 
	The open nature of the wireless medium leaves it vulnerable to intentional interference attacks, typically referred to as jamming.

	Mitigating control channel jamming attacks in multi-channel ad hoc networks
	L. Lazos, S. Liu, M. Krunz, 
	We also propose a randomized distributed scheme that allows nodes to establish a new control channel using frequency hopping.

	DoS attacks in data wireless lans and countermeasures. Mobile Computing and Communications Review
	G. Noubir, G. Lin. Low-power,
	The attacker can send massive volume of illegitimate traffic and utilise system resources in a way that renders the system inoperable, thus denying access to authorised users.

	Analysis of an on-off jamming situation as a dynamic game
	R. Mallik, R. Scholtz, G. Papavassilopoulos, 
	The process of communication jamming can be modeled as a two-person zero-sum noncooperative dynamic game played between a communicator (a transmitter-receiver pair) and a jammer. 






2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    An internal adversary model in which the jammer is part of the network under attack, thus being aware of the protocol specifications and shared network secrets. We showed that the jammer can classify transmitted packets in real time by decoding the first few symbols of an ongoing transmission. We evaluated the impact of selective jamming attacks on network protocols such as TCP and routing. Our findings show that a selective jammer can significantly impact performance with very low effort. We developed three schemes that transform a selective jammer to a random one by preventing real-time packet classification. 
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