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ABSTRACT
Network intruders may spoof IP packets by modifying headers of the IP packets to fool people believe that the transmissions are originating from the trusted source. Consequently, various defence mechanisms have been developed to identify and prevent IP spoofing attack. However, the existing prevention mechanisms are implemented on either destination hosts or routers levels. At these levels facilitate utilization of shared resources on the networks during the attacking process even if there is a mechanism on those levels. To the best of our knowledge, there is no research work reported on how an IP spoofing attacker can be prevented from attacker’s LAN before utilizing shared network resources. Therefore, this paper proposes an algorithm for providing an attacker a warning due to his/her attacking activities. The study employed Mininet network emulator, POX controller, Layer 3 switches (L3S), packets analyzer, and packet constructor to design and develop a prototype of the algorithm in a Local Area Network (LAN) environment. Results show that the developed algorithm is capable of returning packets to an attacker as a warning mechanism in a LAN level. The warning packets utilize attacker’s network resources/keep the attackers network busy, hence stops IP spoofing attacks. Therefore the attacker is as well get affected by his/her attacking activities.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We provide a brief review of the existing literature pertaining to the problem of IP spoofing and distributed denial of service attacks (DDoS) in the public Cloud.
· Unfortunately, two commonly observed limitations of the existing studies on DDoS and IP spoofing in the public Cloud. They are mostly theoretical works based on hypothetical assumptions.
· As such, these works provide no insight into the actual real-world feasibility of Cloud-based attacks that rely on IP spoofing, and their results are likely to have very limited practical value, at best. 
· The work presented in this paper aims to overcome the above-identified limitations of the existing research literature. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Any mechanisms to provide a warning to an attacker is also another problem that gives attackers a confidence to continue their attacking activities as there is no effect of any sort is imposed on them.
· This study realised reasons for IP spoofing attack continue to a problem on today’s communication networks, despite several defense mechanisms. 
· It is used to determine the possible solution of the existing problem.
· This study suggested the possible solutions to the problem and chose the most efficient solution on source IP address validation and warning provision to an attacker. 
2.2. PROPOSED SYSTEM 
· This work proposed StackPi-Write ahead with a new packet marking scheme based on Pi, and new filtering mechanisms.
· We propose a new approach, called StackPi (short for Stack Path Identifier), which is the first defense mechanism that satisfies all of the above desired properties. 
· Proposed system develops the path identification IP filter, which an be used to detect IP spoofing attacks with a single attack packet.
· We subsequently proposed SIFF, a capabilitybased system that allows a receiver to enforce flow-based admission control. 
· They leverage Path identification markings to filter out floods of request packets in their scheme routers attempt to provide fair sharing among capability request packets based on their Path identification markings. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Due to high responsibility of the routers, adding an extra task to detect, prevent and locate IP spoofing attackers reduce performance (add overhead on the operation) of the routers. 
· When the attacker is punished, most likely he/she will stop the attacking activities, hence improve network performance and prevent IP spoofing attacks.
· There are difference types of defense mechanisms used for IP spoofing packets identification, prevention and locating an attacker. 
· Development is the third step in DSRM, which is used for designing and implementing an artifact for the suggested solution. 
· Evaluation is the forth step used in DSRM to test the results of the developed artifact. 	
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Security in Mobile Ad Hoc Networks: Challenges and Solutions
	H. Yang, H. Luo, F. Ye, S. Lu, and L. Zhang, 
	Security has become a primary concern in order to provide protected communication between mobile nodes in a hostile environment.

	Hop-Count Filtering: An Effective Defense Against Spoofed DDoS Traffic
	C. Jin, H. Wang, and K. G. Shin, 
	It is difficult to counter IP spoofing because of the stateless and destination-based routing of the Internet.

	SAVE: Source address validity enforcement protocol
	J. Li, J. Mirkovic, M. Wang, M. Reiher, and L. Zhang, 
	SAVE messages propagate valid source address information from the source location to all destinations, allowing each router along the way to build an incoming table that associates each incoming interface of the router with a set of valid source address blocks.

	Spoofing prevention method
	A. Bremler-Barr and H. Levy, 
	 In the proposed method a unique temporal key is associated with each ordered pair of source destination networks (AS's, autonomous systems).



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility

2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    This paper succeeded to demonstrate implementation of an algorithm to detect IP spoofing packets, locate an attacker by using MAC address and then send warning packets on LAN level. The identified spoofed packet provides MAC address of an attacker as a correct identifier after spoofing an IP address. For every IP spoofing packet detected, a warning packet is created and sent back to an attacker by using MAC address. The warning packets utilizes the attacker’s own shared resources such as a local switch, hence prevented an attacker to continue with his/her attacking activities and his/her legitimate communication. It is recommended that algorithms to detect and prevent IP spoofing be implemented at the LAN level in order to prevent misuse of shared network resources and to correctly locate the attackers by using MAC address. Once an IP spoofing attack is detected and the attacker is located, a punishment must be implemented in order to prevent further attacks. SDN can facilitate implementation of such algorithms on existing networks as demonstrated in this paper. 
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