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ABSTRACT
Biometric systems are increasingly replacing traditional password- and token-based authentication systems. Security and recognition accuracy are the two most important aspects to consider in designing a biometric system. In this paper, a comprehensive review is presented to shed light on the latest developments in the study of fingerprint-based biometrics covering these two aspects with a view to improving system security and recognition accuracy. Based on a thorough analysis and discussion, limitations of existing research work are outlined and suggestions for future work are provided. It is shown in the paper that researchers continue to face challenges in tackling the two most critical attacks to biometric systems, namely, attacks to the user interface and template databases. How to design proper countermeasures to thwart these attacks, thereby providing strong security and yet at the same time maintaining high recognition accuracy, is a hot research topic currently, as well as in the foreseeable future. Moreover, recognition accuracy under non-ideal conditions is more likely to be unsatisfactory and thus needs particular attention in biometric system design. Related challenges and current research trends are also outlined in this paper.


                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It was necessary to accurately and consistently detect and identify minutiae existing in the captured image. 
· Although no standard exists for fingerprint image quality, NIST has researched the relationship between calculated image quality (using algorithms similar to those employed by AFIS vendors) and successful match rates in automated fingerprint identification systems. 
· The enhancement algorithms can suppress various types of noise (e.g., another latent print, background color) in the fingerprint image and highlight the existing useful features. 
· Many fingerprint minutiae-matching algorithms exist and they all differ from one another. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The security issues (e.g., spoofing attacks, attacks to biometric templates) analyzed for a general biometric system are also valid to any biometric system on different platforms, for example, a mobile platform.
· The key point of this problem is to find and use a set of unique patterns to generate a classifier that outputs the probability of a fingerprint image.
· Some researchers realized this problem and thus developed biometric cryptosystems with revocability, so as to enhance system security. 
· Although fingerprint recognition shows substantial strength and a prosperous future, it has some unsolved issues, such as insufficient accuracy and security concerns. 
2.2. PROPOSED SYSTEM 
· Most of the continuous classification techniques proposed in the literature use the orientation image as an initial feature but differ in the transformation adopted to create the final vectors, and in the distance measure.
· Both proposed to use a “flying spot scanner” for capturing the image. But each offered a different approach for processing the captured image data, and both seemed promising. 
· These standards bodies do not “invent” or “create” standards but rather provide processes that authorized bodies can use to propose standards for approval at the national level and then at the international level.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Relevant benefits of using both features and performance improvement were achieved and reported in the paper.
· System performance is controlled by a threshold value in the squared error layer.
· The proposed scheme achieves the best performance when the length of the feature vector is set to 1024 bits and provides strong data privacy and security.
· In the meantime, a Delaunay triangulation-based local structure proposed in the scheme can reduce the negative effect of nonlinear distortion on matching performance. 
· To further enhance security and recognition performance, some researchers proposed use of multimodal cancelable biometrics. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Biometric template security: An overview
	Riaz, N.; Riaz, N.; Riaz, A.; Riaz, A.; Khan, S.A.; Khan, S.A. 
	The purpose of this paper is to provide an overview of different techniques and processes for securing the biometric templates.

	Biometric recognition: Security and privacy concerns
	Prabhakar, S.; Pankanti, S.; Jain, A.K. 
	A biometric system is essentially a pattern-recognition system that recognizes a person based on a feature vector derived from a specific physiological or behavioral characteristic that the person possesses.

	Impact of Some Biometric Modalities on Forensic Science
	Awad, A.I.; Hassanien, A.E. 
	Biometrics is an emerging technology that provides accurate and highly secure personal identification and verification systems for civilian and forensic applications. 

	Ideas and challenges for securing wireless implantable medical devices: A review
	Zheng, G.; Shankaran, R.; Orgun, M.A.; Qiao, L.; Saleem, K. 
	In this paper, we analyze potential threats faced by the IMDs and discuss security solutions proposed in the existing literature to counter these threats.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    This paper gives a comprehensive review of two significant (and competing) measures for fingerprint-based biometric systems; that is, security and recognition accuracy. In regards to security, we have analyzed two categories of attacks: attacks to user interface and attacks to template databases. Countermeasures to defend against these attacks are also discussed. A total of 42 research articles in the area of biometric security (8 in liveness detection, 18 in cancelable biometrics, and 16 in biometric cryptography) are reviewed and discussed. In regards to recognition accuracy, in our opinion, although remarkable recognition accuracy has been attained, matching performance can still be unsatisfactory under some non-ideal conditions (e.g., latent fingerprint matching) or when the system security level is high. Since the requirements of system security impact recognition accuracy, it calls for the biometric system designers to carefully consider how to strike a good balance between recognition accuracy and security. 
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