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ABSTRACT
This paper is concerned with the security problem of Time of Arrival (ToA) based localization schemes in a wireless sensor network (WSN) with multiple attackers and this paper focuses on defending against external attacks, especially under cooperative external attackers. The prior scheme for defending against the attacks in the localization scheme often introduce high communication overhead and their security relies on the capability of the attackers. In this paper, we propose a lightweight secure ToA-based localization scheme in a WSN by exploiting the noise feature caused by external distance attacks. In comparison with the prior scheme, our scheme provides lower communication overhead and a higher level of security. We theoretically analyze the performance of the proposed scheme over fading channels and derive the closed-form expressions. We implemented our scheme and conducted extensive performance comparisons through simulations. Our experimental results show that the closed-form expressions for the detection performance perfectly match with their simulation results as we expected. The communication overhead of the proposed scheme is saved by 72.8% than that of the prior scheme for different numbers of anchors and is independent of the times of measurements.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· When a WSN is deployed in hostile environments, it is vulnerable to threats and risks. Many attacks exist, e.g., wormhole, sinkhole and sybil attacks, to make the estimated positions incorrect.
· Roughly speaking, existing localization schemes of WSNs are classified into two categories: range-based schemes  and range-free schemes.
· In this phase, frequency hopping and RTS/CTS mechanism are used to confirm the existence of a wormhole and repair the neighbor lists. After eliminating the illegal connections, the DV-Hop localization procedure can be successfully conducted.
· Usually, the localization process can be divided into two steps: 1) information acquisition and 2) position determination. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Most of the security solutions available in literature address a specific security problem in sensor networks ignoring other issues.
· Though there has been some development in the field of sensor network security, the solutions presented thus far address only some of security problems faced.
· The fundamental problem we realize in wireless sensor network security is to initialize the secure communication between sensor nodes by setting up secret keys between communicating nodes.
· Because of the randomness of deployment, it is not feasible to know the exact location of neighbors, but knowing the set of likely neighbors is realistic, this issue is addressed using the random key pre-distribution. 
2.2. PROPOSED SYSTEM 
· In, based on an attack-driven model specified with the Petri net, an enhanced secure localization scheme (ESLS) is proposed, which extends the idea in and defends against not only distance reduction attacks but also distance enlargement attacks. 
· A number of schemes have been proposed to secure the positions of unknown nodes, which are called secure localization for unknown nodes.
· In, the authors propose a distributed range-free localization algorithm called SeRLoc, which does not require any communication among unknown nodes. 
· Several Verification schemes are proposed based on the distance bounding protocol.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In contrast, the active attackers’ goal is to disrupt the function of the network and degrade its performance.
· This idea later converged to pseudo random generation of keys which is energy efficient as compared to previous key management schemes.
· They presented a technique to reduce the computation at sensors so that their schemes can be implemented efficiently.
· We adapt the energy efficient secure data transmission algorithms by and modify it with our secure triple-key management scheme to make it resilient against attacks in wireless sensor networks.
· The beacon nodes are used to provide location information to the sensor nodes as well as to perform detect signals from other beacon nodes. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A security framework for wireless sensor networks
	T. A. Zia and A. Y. Zomaya, 
	These networks are made of tiny nodes which are becoming future of many applications where sensor networks are deployed in hostile environments. 

	A key-management scheme for distributed sensor networks
	L. Eschenauer and V. D. Gligor, 
	DSNs may be deployed in hostile areas where communication is monitored and nodes are subject to capture and surreptitious use by an adversary.

	Random key predistribution schemes for sensor networks
	H. Chan, A. Perrig, and D. Song, 
	 We present three new mechanisms for key establishment using the framework of pre-distributing a random set of keys to each node.

	Perfectly-secure key distribution for dynamic conferences
	C. Blundo, A. D. Santis, A. Herzberg, S. Kutten, U. Vaccaro, and M. Yung, 
	A key distribution scheme for dynamic conferences is a method by which initially an (off-line) trusted server distributes private individual pieces of information to a set of users.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper we presented a computationally lightweight wireless sensor network security framework which is composed of four components: (1) secure triple-key management scheme, (2) secure routing mechanism, (3) secure localization technique, and (4) malicious node detection mechanism. The secure routing mechanism presented ensures a secure node to base station and vice versa communication. We have presented a triple-key management scheme based on two network pre-deployed keys and one cluster deployed key. Triple keys mitigate the confidentiality and authentication related attacks. Localization mechanism presented addresses location determination issues from security perspectives. Lastly the malicious node detection mechanism protects the network from insiders and outsider adversaries. The presented analysis shows that the proposed framework as a whole addresses the security issues competently without increasing the overheads. In contrast to the computationally extensive security solutions, the framework has great potential for emerging applications. Results presented show the effectiveness of the framework to ensure the total security for wireless sensor networks by reducing the packet transmission time, low latency and less packet overheads. 
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