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ABSTRACT
Wireless Ad Hoc Networks are self-organizing networks deployed without any centralized infrastructure. Flooding based Denial-of-Service (DoS) attacks were targeting the constrained resources of mobile nodes as well as the network. Route Request (RREQ) flooding attack is one of the prominent DoS attacks launched from the network layer in which the attacker sends a huge number of spoofed Route Request (RREQ) packets which not only overflows the target buffer but also creates network congestion. In this work, novel methods were suggested for defending RREQ flooding attack in Wireless Ad Hoc Network using two well-known frameworks in uncertain reasoning namely Bayesian Inference and Dempster-Shafer (D-S) evidence theory. The present work reports the modeling of RREQ traffic and developed an optimum algorithm for the detection of persistent RREQ flooding attack using Bayesian Inference. The algorithm was further refined for the detection of high rate and low rate pulsed RREQ flooding attack using D-S evidence theory. Based on the comprehensive evaluation using mathematical modeling and simulation, the proposed method successfully defended any type of flooding based DoS attack in Wireless Ad Hoc Network with lower communication and memory overhead.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Network forensics is still under active investigation by the research community, especially to address the issues in wireless networks. 
· Mobile Ad hoc network (MANET) a kind of wireless networks. 
· It is the distributed systems having wireless mobile nodes that can freely and dynamically selforganise into arbitrary, temporary, and ad hoc network topologies, allowing connections within the network neither having pre-existing communication infrastructure nor centralized administered control management.
· If no route from source node to destination node exists in source route cache, then source node initiates Route Discovery and sends out a ROUTE REQUEST message to find a route. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· All kinds of networks, from traditional infrastructure networks to wireless self-organized networks, have a variety of security issues crossing all layers in the network architecture.
· Therefore, the critical research problem is how to assess each node in the networks precisely with dynamic evidence in a distributed manner. 
· Uncertain reasoning was initially proposed from the artificial intelligence community to solve the problems in expert systems, which have frequent counter-factual results.
· Cognitive radio (CR) has become a promising technology to deal with the spectrum shortage problem.
2.2. PROPOSED SYSTEM 
· In the proposed work, forensic analysis is done using fuzzy logic. Motivation of using fuzzy logic is that, through fuzzy logic more appropriate pattern analysis rules can be implemented for both DoS and DDoS due to RREQ flooding.
· In MANET each node are self capable that support routing functionality in an ad hoc scenario, forwarding of data or exchange of topology information using wireless communications.
· Flooding attack causes excessive volume of traffic to deplete key resources of the target legitimate users, since the system get congested so forth, there is denial of services. 
· The study of network forensics analysis for attacks in wireless network and in MANET is considered still in progress.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· These inside attacks always emerge in all kinds of networks and have significant impact on the performance of networks.
· Although the number of packets received correctly decreases as long as the number of nodes increases, the performance of our scheme has a big improvement. 
· Through simulations, we show that the proposed scheme has a better performance in trust evaluation comparing to existing schemes.
· However, the proposed scheme has a better performance than the existing one because the trust values of malicious nodes in the proposed scheme are more accurate than its counterpart. 
· The throughput performance of MANETs with the consideration of a variety of causes for packets dropping can be improved and the false alarm probability of the proposed scheme is lower. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Bayesian network trust model in peer-to-peer networks
	Y. Wang and J. Vassileva, 
	Depending on the situation, a peer may need to consider its trust in a specific aspect of another peer's capability or in a combination of multiple aspects.

	Probabilistic Reasoning in Intelligent Systems: Networks of Plausible Inference
	J. Pearl, 
	Probabilistic Reasoning in Intelligent Systems is a complete andaccessible account of the theoretical foundations and computational methods that underlie plausible reasoning under uncertainty.

	The computer for the 21st century
	M. Weiser, 
	In this paper, we will look at the main points from Weiser's paper, and discuss it's impact on the field of computer science and our current lifestyle.

	A survey on trust management for mobile ad hoc networks
	J. H. Cho, A. Swami, and I. R. Chen, 
	We seek to combine the notions of "social trust" derived from social networks with "quality-of-service (QoS) trust" derived from information and communication networks to obtain a composite trust metric.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this dissertation, we have thoroughly studied the security issues, the inside attacks, on four ad hoc networking paradigms including MANETs, tactical MANETs, CR enabled ad hoc networks, and VANETs with NFV. The security issues are mitigated and tackled by the advances of uncertain reasoning in trust management. In this chapter, we conclude the accomplished works and present some possible research directions in the future. 

















                                             CHAPTER-6
                               REFERENCE
· [1] Y. Wang and J. Vassileva, “Bayesian network trust model in peer-to-peer networks,” in Proc. AAMAS’03, (Melbourne, Australia), Jul. 2003. 
· [2] J. Pearl, Probabilistic Reasoning in Intelligent Systems: Networks of Plausible Inference. Morgan Kaufmann, 1988.
· [3] M. Weiser, “The computer for the 21st century,” SIGMOBILE Mob. Comput. Commun. Rev., vol. 3, pp. 3–11, July 1999. 
· [4] J. H. Cho, A. Swami, and I. R. Chen, “A survey on trust management for mobile ad hoc networks,” IEEE Communications Surveys and Tutorials, vol. 13, no. 4, pp. 562–583, 2011. 
· [5] T. Clausen and P. Jacquet, “Optimized link state routing protocol (OLSR),” IETF RFC 3626, Oct. 2003. 
· [6] T. Clausen, C. Dearlove, and P. Jacquet, “The optimized link state routing protocol version 2,” IETF draft-ietf-manet-olsrv2-13, Oct. 2011. 
· [7] “Qualnet simulator.” website: http://www.scalable-networks.com/content/. 
· [8] D. Heckerman, “A tutorial on learning with bayesian networks,” Microsoft Research Report MSR-TR-95-06, 1995. 
· [9] M. Momani, S. Challa, and R. Alhmouz, “BNWSN: Bayesian network trust model for wireless sensor networks,” in Proc. MIC CCA’08, (Amman), Aug. 2008. 
· [10] C. T. Nguyen, O. Camp, and S. Loiseau, “A Bayesian network based trust model for improving collaboration in mobile ad hoc networks,” in Proc. IEEE Research, Innovation and Vision for the Future, (Hanoi, Vietnam), Mar. 2007. 

image1.jpeg




