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ABSTRACT
In this paper, we propose a covert wireless uplink transmission strategy in space-air-ground integrated vehicular networks, where the source vehicle transmits its own message over the channel that being used by the host communication system, to avoid being detected by the warden. It is obvious that the data transmission efficiency of the covert communication system is limited due to the co-channel interference. To improve the data transmission efficiency, we consider that the covert communication system adopts improper Gaussian signaling (IGS). We formulate a joint transmit power and IGS factor optimization problem to minimize the outage probability of the covert communication system. The minimum error detection probability of the warden is first analyzed with noise uncertainty, which is used to measure the system covertness. Under the constraints of the quality of service (QoS) of host communication system and the covertness requirement, the optimal transmit power is first derived with proper Gaussian signaling (PGS) scheme. Then, with the approximate outage probability derived under IGS scheme, the optimization problem is solved by jointly designing the transmit power and IGS factor. Finally, we provide extensive numerical results to validate the proposed covert transmission strategy, and demonstrate that the IGS scheme is beneficial in improving the data transmission efficiency in terms of outage probability compared to PGS scheme.
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In contrast, the covert localization technique dedicates to operating the signal detection process of the adversary, such that attackers are unaware of the existence of the localization process.
· However, the main issue of the works mentioned above is that the attacker may know the existence of the transmission process and even intercept the signal of the anchor network. 
· In some instances, protecting the content of the transmitted information is insufficient, whereas covert communication is required to prevent the existence of transmission from being detected by the adversary .
· We focus on the detection strategy for the warden to detect the existence of the localization signals transmitted from anchors. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· We first formulate the basic optimization problem from the perspective of the legitimate agent and anchors to achieve covert localization.
· We formulate the power allocation optimization problem of the anchors in the presence of the total power constraint, and propose an algorithm based on the semidefinite program (SDP) to solve the problem.
· The problem aims to solve the optimal transmit powers of anchors to minimize the localization accuracy bound while satisfying the covert requirement constraint. 
· Moreover, the robust optimization problem is formulated in the presence of the warden’s position uncertainty. 
2.2. PROPOSED SYSTEM 
· Many strategies and manners are proposed coping with different types of potential threats and attackers.
· Several attacktolerant localization algorithms were proposed to compute the agent’s position robustly, such as robust statistical methods, voting-based estimation, and extra hardware based scheme.
· Based on the analysis of ACPs with BUM and UUM, we have proposed the CSPEB to measure the localization accuracy of the agent when the warden suffers noise uncertainty. 
· We formulate the power allocation optimization problem of the anchors in the presence of the total power constraint, and propose an algorithm based on the semidefinite program (SDP) to solve the problem.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In, the detection performance at the warden was analyzed by a worst-case approach from the warden’s perspective, where the actual noise power is assumed to be at the worst-case scenario for the detection.
· However, this approach has an important limitation for evaluating the detection performance at the warden for covert communication, since any true level of covertness cannot be guaranteed by assuming a worst-case scenario from the warden’s perspective. 
· In this work, we adopt two new approaches to measure the covertness with noise uncertainty. Instead of focusing on the worst-case scenario at Willie, we analyze the overall performance at Willie with the noise uncertainty.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Physical Layer Security in Wireless Communications
	X. Zhou, L. Song, and Y. Zhang, 
	Wireless networks use unguided medium as communication channels, so gathering wireless data transmission is easier when compared to traditional cable systems.

	Achieving undetectable communication
	S. Lee, R. J. Baxley, M. A. Weitnauer, and B. Walkenhorst, 
	In this paper we consider the problem of achieving a positive error-free communications rate without being detected by an eavesdropper—we coin this the privacy rate.

	SNR walls for signal detection
	R. Tandra and A. Sahai, 
	Small modeling uncertainties are unavoidable in any practical system and so robustness to them is a fundamental performance metric.

	Covert communication in the presence of an uninformed jammer
	T. V. Sobers, B. A. Bash, S. Guha, D. Towsley, and D. Goeckel, 
	We assume that an uninformed “jammer” is present to help Alice, and we consider AWGN and block fading channels.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    We have revisited covert communication with the consideration of noise uncertainty. The average covert probability and the covert outage probability have been proposed to measure covertness when the warden has noise uncertainty. We have considered both the bounded and unbounded models of noise uncertainty. For each model, the rate below which one can communicate subject to a given requirement of covertness has been derived. Our results show that a positive cover rate is achievable with a low probability of being detected, while the covert rate approaches zero as the probability of being detected approaches zero. 
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