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ABSTRACT
In this modern era, each and every individual needs to utilize the communication medium for sending and receiving the respective data between source and destination entities. A Wireless Sensor Network (WSN) environments provide such facility to clients to perform a successful and range free communication between source and destination. This paper utilizes the same logic of WSN in an enhanced way, by means of adding some security metrics and associated communication strategies. The routing protocol consideration is a most import ant concern for every communication medium, in this paper a Modified Adhoc-On demand-Distance-Vector (mAODV) is introduced to perform the routing configurations in an efficient way. This proposed approach of mAODV is acquired from the logics of classical AODV model but instead of using the common transmission and reception power ratio the metrics are improvised and it is considered to be the iteration independent routing protocol, in which it consists of self-initiation features over mobile network environment as well as considering the routing metrics such as node-mobility, network link issues, data-packet missing issues and so on. This paper associates a latest technology of Internet of Things (IoT) in this WSN environment to provide a reliable communication between source and destination entities. The purpose of placing the IoT is to improvise the communication abilities between Base station and the network mobile nodes, in which the data directly communicates between the cluster node and the base station requires a huge time interval, so that the adoption of IoT provides a constant surfing power to the channel for communication as well as the routing metrics are improvised in clear manner. An integration of these details such as Internet of Things, WSN and the modified routing protocol mAODV is combinedly called as Improved Cluster enabled Routing Protocol with Fault Detection Metrics (ICRPFDM). This proposed approach of ICRPFDM provides ...




        	





                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In contrast to sensor nodes in flat ad hoc sensor networks, sensor nodes in the lowest layer of this hierarchical network do not offer multi-hop routing capability to its neighbors. 
· A number of Sensor Nodes (SNs) are organized as a group and controlled by a higher layer node, the Forwarding Node (FN).
· In other words, it is possible that under certain conditions nodes cannot find the minimum number of neighboring nodes in order to be named trusted. 
· It is critical to detect and isolate the compromised nodes in order to avoid being misled by the falsified information injected by the adversary. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· One of the main security issues in WSNs is manifested when malicious nodes spoof their identities and locations. 
· In this paper, we propose a decentralised malicious node detection technique based on the received signal strength indicator (RSSI). 
· The authors propose a non-cooperative game theory approach for handling security issues in WSNs where the game is defined between the nodes and the IDS. 
· We fix all but one parameter, and study the impact of this particular parameter. 
· We study the impact of neighbour density (the number of neighbouring nodes for each node) on the detection phase. 
2.2. PROPOSED SYSTEM 
· In this paper, we proposed a novel weighted-trust evaluation based scheme to detect compromised or misbehaved nodes in wireless sensor networks.
· On top of a hierarchical WSN architecture, in this paper we proposed a novel scheme based on weighted-trust evaluation to detect malicious nodes. 
· In this paper, we proposed a weighted-trust evaluation (WTE) based scheme to detect the compromised nodes by monitoring its reported data. 
· They proposed to detect malicious node by comparing its output with an aggregation value.
· It demonstrates that the proposed detection algorithm is efficient for both large networks and high attack probability conditions.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Wireless sensor networks (WSNs) are comprised of multiple sensors, which are connected to each others in order to perform collaborative or cooperative functions. 
· The authors used the k-means algorithm in order to detect malicious nodes performing spoofing or Sybil attacks.
· where the nodes performing the localisation technique are represented with black stars, and the sketched four circles locate the attacker location at the centre point of their intersection area.
· WSNs are used in various applications such as environmental monitoring, health and medical monitoring, industrial monitoring, as well as many other applications.
· Nearest neighbour-based approaches can be used for detection but they are computationally expensive for WSNs. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Security in wireless sensor networks: a survey
	Aslan, Y.E. and Kayaaslan, E. (2008), 
	Wireless Sensor Network is an emerging technology that shows great promise for various futuristic applications both for mass public and military.

	Malicious node detection in wireless sensor networks using weighted trust evaluation
	Atakli, I.M., Hu, H., Chen, Y., Ku, W.S. and Su, Z. (2008) 
	 It is critical to detect and isolate the compromised nodes in order to avoid being misled by the falsified information injected by the adversary through compromised nodes.

	Malicious node detection in wireless sensor networks
	Atassi, A., Sayegh, N., Elhajj, I., Chehab, A. and Kayssi, A. (2013) 
	In this paper we propose a decentralized malicious node detection technique based on the Received Signal Strength Indicator (RSSI).

	Detecting and localizing wireless spoofing attacks
	Chen, Y., Trappe, W. and Martin, R.P. (2007) 
	In this paper we propose a method for both detecting spoofing attacks, as well as locating the positions of adversaries performing the attacks.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    We introduced an outlier detection and localisation technique for WSNs using the empirical pathloss model and we studied the impact of individual parameters on the detection rate as well as the impact of the neighbour density on the localisation accuracy. The results showed that increasing the number of samples in the detection phase leads to a higher detection rate since we obtain a better description of the environment. Moreover, we showed how the participation of multiple nodes in the detection process enhances the detection accuracy. Our method has proven to provide good false positive and false negative rates even in the presence of mobility. As for future work, we plan to introduce a more accurate localisation technique, and to investigate additional parameters in order to improve the detection accuracy. 
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