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ABSTRACT
The proliferation of IoT devices in society demands a renewed focus on securing the use and maintenance of such systems. IoT-based systems have a significant impact on society and therefore such systems must have guaranteed resilience. We introduce a solution as a protocol that utilizes smart contracts on the Ethereum blockchain to enforce a security model that helps maintain distributed IoT networks in a healthy condition throughout their lifecycle. Our protocol enforces secured deployment, communication, management, and maintenance for hardened IoT devices. We additionally propose a smart contract solution for creating and handling generic IoT tasks. This solution enables users to manage devices by utilizing the Ethereum infrastructure for authentication, authorization, and communication. This design allows the devices to function autonomously by interpreting tasks received through smart contract transactions, without any direct human to device interaction. The result is a protocol that provides mechanisms for authentication and authorization, task provisioning, and audit trails.



                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The virtual house number only contains general community information and does not contain the actual residential address, all relevant information only exists in the blockchain log and cannot connect to other information. 
· The Internet of Things achieves an all-round perception through the integration and convergence of network communications, big data analysis, edge computing, deep learning, artificial intelligence, and blockchain.
· When connected to the internet, the system connects via a hub (or gateway) that can connect smart security devices such as access control, smart locks, and cameras with internet big data and cloud services to achieve home protection. 
· In this paper, we assume that the relevant devices can accurately sense the entry and exit of people. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The smart contract definition of duration to complete a task can be a time interval or block length criteria. However, to track the passage of time with precision on the ledger is a problematic issue.
· A key issue investigated is the protocol development for securing IoT device deployments and means for communicating securely with devices.
· BPIIoT enhances the functionality of a recent on-demand manufacturing model called Cloud-Based Manufacturing (CBM), CBM service users issue transactions to smart contracts related to IIoT devices.
· IoT-based systems will have a great impact on society and therefore such systems must have guaranteed resilience. 
2.2. PROPOSED SYSTEM 
· The proposed system uses an Internet of Things device to perceive the state of home quarantine of the households, and then uses smart contracts for analysis and processing. 
· A paper proposed a blockchain-based security and privacy protection Personal health information (PHI) sharing (BSPP) scheme to improve the diagnosis of electronic medical systems.
· We propose a scheme to show the potential of the combination of the Internet of Things and blockchain to provide applications for segregation management and implementation.
· It can control lights, windows, temperature, and humidity, etc., and may also include home security, such as access control or alarms.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The focus of future research will be on expanding the system and on providing a more feature complete management functionality that better caters different contexts.
· Our work has so far focused on a security protocol that includes task handling. We aim to explore both microservice and edge cloud use cases, including improved tokenization and task handling.
· To ensure privacy preservation, only content hashes and public encryption keys are stored on the Ethereum ledger and transmitted data is end-to-end encrypted between the device and the reporting backend.
· Ledger transactions to the UserManager and DeviceManager contracts register Users and their IoT devices. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Mastering Ethereum: Building Smart Contracts and Dapps
	A. M. Antonopoulos and G. Wood, 
	Some bodily books are made with pages thick and sturdy enough to support other physical objects, like a scrapbook or picture album.

	Blockchain for the internet of things: A systematic literature review
	M. Conoscenti, A. Vetro, and J. C. De Martin, 
	Our research goal is to understand whether the blockchain and Peer-to-Peer approaches can be employed to foster a decentralized and private-by-design IoT. 

	Blockchain for the internet of things: present and future
	F. Restuccia, S. D. Kanhere, T. Melodia, and S. K. Das, 
	 In this paper, we provide an overview of existing literature on the topic of blockchain for IoT, and present a roadmap of research challenges that will need to be addressed to enable the usage of blockchain technologies in the IoT.

	Secure and privacy preserving smart contract-based solution for access control in iot
	C. Lin, D. He, X. Huang, and K.-K. R. Choo, 
	The JC implements a misbehavior-judging method to facilitate the dynamic validation of the ACCs by receiving misbehavior reports from the ACCs, judging the misbehavior and returning the corresponding penalty.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     The focus of future research will be on expanding the system and on providing a more feature complete management functionality that better caters different contexts. Our work has so far focused on a security protocol that includes task handling. We aim to explore both microservice and edge cloud use cases, including improved tokenization and task handling. A reason to design smart contracts is to verify an objective truth, but smart contracts are inherently bad at inferring a subjective truth such as deciding on the sufficiency of a task result. Tasks should be verifiable, with a binary true/false response as a confirmation of its completion. For more advanced tasks so called smart contract oracles can be used in the verification process. Oracles are free standing services that can execute special tasks or fetch information that is not inherently available to the blockchain validator. 
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