15









PPSF A Privacy-Preserving and Secure Framework using Blockchain-based Machine-Learning for IoT-driven Smart Cities





ABSTRACT
With the evolution of the Internet of Things (IoT), smart cities have become the mainstream of urbanization. IoT networks allow distributed smart devices to collect and process data within smart city infrastructure using an open channel, the Internet. Thus, challenges such as centralization, security, privacy (e.g., performing data poisoning and inference attacks), transparency, scalability, and verifiability limits faster adaptations of smart cities. Motivated by the aforementioned discussions, we present a Privacy-Preserving and Secure Framework (PPSF) for IoT-driven smart cities. The proposed PPSF is based on two key mechanisms: a two-level privacy scheme and an intrusion detection scheme. First, in a two-level privacy scheme, a blockchain module is designed to securely transmit the IoT data and Principal Component Analysis (PCA) technique is applied to transform raw IoT information into a new shape. In the intrusion detection scheme, a Gradient Boosting Anomaly Detector (GBAD) is applied for training and evaluating the proposed two-level privacy scheme based on two IoT network datasets, namely ToN-IoT and BoT-IoT. We also suggest a blockchain-InterPlanetary File System (IPFS) integrated Fog-Cloud architecture to deploy the proposed PPSF framework. Experimental results demonstrate the superiority of the PPSF framework over some recent approaches in blockchain and non-blockchain systems.
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In addition, information leakage risks exist in the third party’s mobile edge computing (MEC) server.
· To address aforementioned security and privacy issues, we adopt blockchain and differential privacy. 
· Therefore, customers and the requester can save high service fees while keeping the crowdsourcing system functional. 
· Due to the limitation of the block size, we propose to use the InterPlanetary File System (IPFS) as the distributed storage solution when the model size is large. 
· In particular, these advanced technologies enable manufacturers to maintain a seamless connection among their smart home appliances. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· One hardware solution to e-government security issues is the use of eID system for identification, authentication, confidentiality and integrity of users’ information.
· Another technical solution for security and privacy issues in e-government is an authentication framework proposed in.
· An ID for a user is issued and a new blockchain address is generated for the user containing public and private keys, allowing the identification of the owner.
· The proposed system also has the potential of solving the interoperability issues between governance departments which is one of the limitations of existing e-government systems. 
2.2. PROPOSED SYSTEM 
· A hierarchical crowdsourcing FL system is proposed to build the machine learning model to help home appliance manufacturers improve their service quality and optimize functionalities of home appliances. 
· They proposed to leverage the sketch algorithms to build the sketching-based FL, which provides privacy guarantees while maintaining the accuracy.
· To protect customers’ privacy and improve the test accuracy, we enforce differential privacy on the extracted features and propose a new normalization technique.
· we propose a new normalization technique which delivers a higher test accuracy than batch normalization, while preserving the privacy of the extracted features of each participant’s data.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The network is able to offer the performances provided by the blockchain technology and DPoS consensus protocol such as scalability, speed, interoperability, and transparency, and it can handle a large number of transactions. 
· Electronic government (e-government) uses information and communication technologies to deliver public services to individuals and organisations effectively, efficiently and transparently.  
· E-government users enjoy the online services without leaving their comfortable homes, evading long queues in public offices whilst saving time and transportation costs, and at the same time the service providers can deliver services more effectively and efficiently.
· The DPoS is adopted here as the consensus algorithm due to its computational efficiency in adding transactions and sealing a block.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Securing smart cities using blockchain technology
	Biswas, K., & Muthukkumarasamy, V. (2016). 
	This paper proposes a security framework that integrates the blockchain technology with smart devices to provide a secure communication platform in a smart city.

	Privacy and security aspects of E-government in smart cities
	Yang, L., Elisa, N., & Eliot, N. (2018). 
	The proposed framework integrates technologies to provide mutual trust between individuals, businesses and governments leading to a greater transparency of activity and less operational overheads.

	Security requirements for e-government services: a methodological approach for developing a common pki-based security policy
	Lambrinoudakis, C., Gritzalis, S., Dridi, F., & Pernul, G. (2003). 
	This paper demonstrates that the security services offered by Public Key Infrastructure (PKI) can be employed for fulfilling most of the identified security requirements for an integrated e-government platform.

	Impact of cloud computing technology on e-government
	Ali, O., Soar, J., & Yong, J. (2014). 
	Computing technologies have grown by leaps and bounds, and governments of all nations plan to make optimum use of such advanced technologies across public service organizations.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.



2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005







CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     This paper proposed an e-government framework that can enforce security and privacy in the public sectors by employing the blockchain technology. The theoretical and qualitative analysis on security and privacy of the framework shows that, cryptography, immutability and the decentralized management and control offered by the blockchain technology can provide the required security and privacy in e-government systems. The proposed system also has the potential of solving the interoperability issues between governance departments which is one of the limitations of existing e-government systems. As this work is limited at the framework and theoretical discussion level, the active future work is to implement such framework and then further explore its full potential in a real-world environment. Note that, the blockchain technology such as Ethereum is still at its early stages of development and therefore another piece of future work would be the application of the appropriate version of blockchain technology in public sectors to meet and increase the security and privacy of individual’s data. 
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