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ABSTRACT
5G-enabled Industrial Internet of Things (IIoT) deployment will bring more severe security and privacy challenges, which puts forward higher requirements for access control. Blockchain-based access control method has become a promising security technology, but it still faces high latency in consensus process and weak adaptability to dynamic changes in network environment. This paper proposes a novel access control framework for 5G-enabled IIoT based on consortium blockchain. We design three types of chaincodes for the framework named Policy Management Chaincode (PMC), Access Control Chaincode (ACC) and Credit Evaluation Chaincode (CEC). The PMC and ACC are deployed on the same data channel to implement the management of access control policies and the authorization of access. The CEC deployed on another channel is used to add behavior records collected from IIoT devices and calculate the credit value of IIoT domain. Specifically, we design a two-step credit-based Raft consensus mechanism, which can select the orderer nodes dynamically to achieve fast and reliable consensus based on historical behavior records stored in the ledger. Furthermore, we implement the proposed framework on a real-world testbed and compare it with the framework based on Practical Byzantine Fault Tolerance (PBFT) consensus. The experiment results show that our proposed framework can maintain lower consensus cost time with 100ms level and achieves 4 to 5 times throughput with lower hardware resource consumption and communication consumption. Besides, our design also improves the security and robustness of the access control process.




        	








                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Most existing industrial IoT (IIoT) implementations, however, are still relying on a centralized architecture, which is vulnerable to the single point of failure attack and requires a massive amount of computation at the central entity.
· It has a significant impact on the existing industry models in many fields, including manufacturing, power system, transportation, agriculture, supply chain, and the food industry.
· It is believed that the blockchain technology will have a profound impact on existing IIoT infrastructures. 
· We also provide a practical integration architecture to integrate blockchain into existing IIoT platforms, as a blockchain enabled IIoT platform. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· It is necessary to solve the transaction problem of the blockchain in the case of high throughput on the basis of the existing blockchain technologies, and provide the possibility for the implementation of the blockchain in the smart grid.
· The current smart grid equipment management has basic coding standardization problems.
· It inherits the advantages of centralization and alleviate the problem of monopoly.
· When the traditional single node architecture evolves into distributed system, the frst problem is to ensure the consistency. 
· Consistency is the most basic and important problem of blockchain system. 
2.2. PROPOSED SYSTEM 
· Some research works have been proposed to deal with storage issues, such as BigChainDB and Inter-Planetary File System (IPFS).
· In their proposed platform, smart contracts are used to run the pricing mechanism as well as control energy trading transactions and crowdsources. 
· It also proposed an intelligent energyaware resource management system within cloud data centers using blockchain technologies.
· The appearance of blockchain technologies brings great opportunities for ensuring secured P2P energy trading; moreover, some recent studies proposed to use of blockchain to handle the challenges in the EMS.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The IoT device identifer can uniquely identify a single entity or a type of entity and is used to identify the device in the system. 
· The current popular consensus mechanisms are generally only suitable for a single blockchain application, and the performance of the consensus mechanisms are related to the specifc requirements of different applications.
· If the distributed system can achieve "consistency", it can present a perfect and scalable "virtual node", which has better performance and stability than physical nodes. 
· Due to blockchain’s distributed storage and credibility, it is used to identify and register IoT devices in smart grid, ensuring the reliability and accuracy of smart grid IoT devices management.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Consortium blockchain based data aggregation and regulation mechanism for smart grid
	M. Fan, X. Zhang, 
	In the process of regulation, the control centre, grid operator, and equipment supplier receive fixed-height blocks from the blockchain, and obtain plaintext from the decryption.

	A group signature and authentication scheme for blockchain-based mobile-edge computing
	S. Zhang, J. Lee, 
	In this paper, we propose a group signature scheme designed for validating blocks of blockchain to address such issues.

	An iterative two-layer optimization charging and discharging trading scheme for electric vehicle using consortium blockchain
	Y. Li, B. Hu, 
	In order to solve the mixed-integer programming (MIP) problem that exists in this model, an improved heuristic algorithm, the adaptive inertia weight krill herd (KH) algorithm is proposed.

	Joint resource allocation and incentive design for blockchain-based mobile edge computing
	W. Sun, J. Liu, Y. Yue and P. Wang, 
	Mobile edge computing (MEC), as a promising technology, provides proximate and prompt computing service for mobile users on various applications.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     Smart grid is the most promising vertical industry application of 5G. Tis paper integrated blockchain technology into 5G MEC-based smart grid to solve the coding and identifcation problems of massive smart grid IoT devices. In the life cycle management of smart grid equipment, unifed smart grid equipment coding or identifcation can serve as the index of blockchain explorer for data searching and extracting. Because blockchain has the characteristics of decentralization, distribution, credibility, and traceability, this paper proposed a hybrid blockchain mechanism for the identifcation and registration of IoT devices in smart grid. Tis hybrid mechanism is deployed on the MEC server, which acts as both a gateway for the public chain and a gateway for the private chain. Furthermore, as the basic technology in blockchain, we studied a number of consensus algorithms, and discussed their suitability for the hybrid blockchain. Finally, the performances of these consensus algorithms are analyzed and compared. 
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