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ABSTRACT
Due to resource constraints and working surroundings, many IIoT nodes are easily hacked and turn into zombies from which to launch attacks. It is challenging to detect such networked zombies. We combine federated learning (FL) and fog/edge computing to combat malicious codes. Our protocol trains a global optimized model based on distributed datasets of collaborators while removing the data and communication constraints. The FL-based detection protocol maximizes the value of distributed data samples, resulting in an accurate model timely. On top of the protocol, we place mitigation intelligence in a distributed and collaborative manner. Our approach improves accuracy, eliminates mitigation time, and enlarges attackers' expense. Comprehensive evaluations showcase that the attacking cost incurred is 2.5 times higher, the mitigation delay is about 72% lower, and the accuracy is 47% greater on average than classic solutions. Besides, the protocol evaluation shows the detection accuracy is approximately 98% in the FL.




                         
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We also highlight traceability and assurance of trustworthiness based on evidence. Trustworthiness applies to both new and existing systems. 
· The trustworthy system status defines the health of an existing system from normal to ruined as the result of specific levels of loss of functionality. 
· Most of these trustworthiness methods have existed for many years in industrial systems. 
· The novelty is assignment to one or more of the trustworthiness characteristics and the name and such these methods can be used to implement trustworthiness in a system practically. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· This approach can be problematic when the likelihood of an occurrence is hard to estimate, such as with software, new activities (such as the first flight to the moon or use of a new technology), or for events that occur infrequently making for a lack of historical data.
· The recent technological advancement, such as federated learning (FL) and fog, may have the prospects to solve the problem.
· When the full factory is the system of interest, it includes all the issues for the cameras and many more, such as a potential chemical explosion that could cause loss of life. 
· This provides a measure that is straightforward to interpret and enables the user to address the root cause of issues that diminish trust. 
2.2. PROPOSED SYSTEM 
· The Industrial Internet Reference Architecture (IIRA) 3 designated five key system characteristics to support a system’s business purpose and to ensure that functions perform adequately without compromise.
· The main purpose of resilience is to prevent or reduce serious impact of a disruption to the system by damage or loss of operation. 
· The operational user is responsible for ensuring the system delivers its business purpose while meeting operational requirements and maintaining stated levels of trustworthiness.
· A tool and a trustworthiness resilience method (the main purpose is to protect the system not the environment or humans; carbon dioxide 2 is indeed dangerous for humans).
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· As FLEAM makes it possible to weed out malicious data from the source, it has supreme performance in handling DDoS attacks. 
· It brings a variety of operational intelligence to improve productivity and efficiency while reducing costs and risks.
· The ML relies on growing volumes of data processed (i.e., training data) in an algorithm to improve the efficiency and accuracy of detection.
· We compare FLEAM with the classic protection model for DDoS mitigation, showcasing the effectiveness and efficiency. 
· The authors pointed out that an efficient DDoS traffic pattern should generate the most malicious load, minimize its visibility, effectively disorder the target system within a specific budget.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Deep learning-based ddosattack detection for cyber-physical system over 5g network
	B. Hussain, Q. Du, B. Sun, and Z. Han, 
	With the advent of 5G, cyber-physical systems (CPSs) employed in the vertical industries and critical infrastructures will depend on the cellular network more than ever; making their attack surface wider.

	A machine learning based cyber attack detection model for wireless sensor networks in microgrids
	K. Abdollah, W. Su, and T. Jin, 
	This paper proposes an accurate secured framework to detect and stop data integrity attacks in wireless sensors networks in microgrids.

	Artificial intelligence for detection, estimation, and compensation of malicious attacks in nonlinear cyber-physical systems and industrial iot
	F. Farivar, M. S. Haghighi, A. Jolfaei, and M. Alazab, 
	 In this study, a class of n-order nonlin-ear systems is considered as a model of CPS while it is in presence of cyber attacks only in the forward channel.

	Ehopes: Data-centered fog platform for smart living
	J. Li, J. Jin, D. Yuan, M. Palaniswami, and K. Moessner, 
	 In particular, the local processing capability of Fog computing significantly scales down the data volume towards the Cloud, and it in turn has great impacts on the entire Internet.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility


2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The DDoS game never ends as the Internet lives. In this case, we have investigated the approach to discourage DDoS attacks by increasing their attacking cost. Accordingly, we have developed federated learning empowered and attackercentric architecture (FLEAM) composed of monitoring, detection, analysis, and filtering module. The analysis module performs local training coupled with the global training to generate collaborative detection intelligence and actionable insights at the proximity of attackers. FLEAM embraces recent technological advancements such as federated learning, fog, and cloud in handling a large volume of DDoS attacks. To validate FLEAM, we have explored resource allocation, attack, mitigation, and cost evaluation systemically. The quantitative assessment showcases that FLEAM excels in handling DDoS threats from distributed botnets. We have further conducted an experimental evaluation to verify our claims. The result demonstrates that FLEAM outshines the classic victim-centric architecture, securing an IIoT system in all aspects. Although we concentrated on DDoS attacks in this paper, FLEAM is generic, applicable to all profit-driven, costsensitive attacks. In the future, we are going to investigate the concrete implementation of the proposed architecture. 
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