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ABSTRACT
With the fast development of the Internet of Things (IoT) technologies, more IoT devices are currently connected with the Internet, resulting in more exchange of information. However, data privacy and security threats have become emerging challenges of the IoT. In this paper, we are concerned about the security of image transmission in green IoT. Image encryption algorithms for green IoT are faced with two challenges. 1) To save the cost, devices in green Internet of Things (IoT) always have very low computing power, so they cannot support high-precision computing. 2) The algorithm deployed on the device should be efficient to guarantee the device to run for a long time. To solve the problem of precision limited, we propose a parallel chaotic system named PSBPPSBP: The first three letters represent three chaotic functions, and the last letter represents the parallel mode.. The PSBP is composed of Piecewise Linear Chaotic Map (PWLCM), Skew Tent Map(STM) and Bernoulli map in parallel model with the limited precision of 16-bit, which can generate good-performance key matrix for encryption. Then, we introduce a cost-efficient image encryption algorithm based on PSBP (named IEPSBP) which addresses the second challenge. Instead of bits or bytes, we use one row or one column as the basic unit to realize permutation and diffusion. The security analysis and performance experiments indicate that IEPSBP is secure and cost-efficient for green IoT.
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· There are a few issues in cloud-based IoT applications, some of these issues relates to the latency, and security, which can be tackled with existing of fog computing and edge computing paradigms.
· We are on the verge of smart cities through realizing IoT application with the existence of cloud computing for storing and analyzing data generated by IoT.
· The IoT devices have their very own unique digital identities all together for these devices to communicate in a consistent manner. 
· Therefore, security and privacy protection is a key concern during transmitting such sensitive data across the IoT network to be processed and stored on Cloud. 
· Therefore, IoT devices have the capacity to detect, gather, dissect, screen, and convey information on a monstrous scale. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Data distribution over the physical medium and Internet has been increasing day by day which makes data security to become a concerning issue.  
· Data security should avoid eavesdropping and provide confidentiality by encrypting the multimedia element.  
· Data privacy along with data security is a concerning issue for today’s Internet world.
· For developing these issues, a secure lightweight image encryption algorithm was designed for smart cities and IoT-enabled devices.
· A good image encryption system is very much sensitive to the key. A little bit of change in the input key has a larger impact on the encryption system.
2.2. PROPOSED SYSTEM 
· In this paper, we proposed a lightweight encryption model that complies with the limited resources of IoT devices in terms of process and memory.
· The proposed model in this paper achieves a high level of security for the transmitted data through a constant change of the key used for encrypting of transmitting data.
· Many approaches have been proposed to tackle the issue of securing the data transmission within IoT network with consideration of the limited resources of IoT devices. 
· A Chaos-Based cryptosystem was proposed in for encrypting the streaming of surveillance cameras. 
· The key size used to encrypt transmitted data in the proposed model is large enough which makes it hard to break by the attackers. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The performance of the algorithm is suitable for real-time applications, and its safety is observed via different studies such as randomness analysis, sensitivity analysis, encryption quality analysis, differential analysis, statistical analysis, visual analysis, and attack analysis.  
· The method evaluates the performance of various 1D chaotic maps for encrypting images.
· To design a lightweight image encryption method that requires less time, less value for key transformation, and ensures lower correlation coefficients between adjacent pixels of the encrypted image.
· A secure and time-efficient image encryption method was proposed based on permutation, diffusion, and multiple one-dimensional (1D) chaotic maps. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A new modified version of advanced encryption standard based algorithm for image encryption
	S. H. Kamali, R. Shakerian, M. Hedayati, and M. Rahmani, 
	In this paper, we analyze and present a modification to the Advanced Encryption Standard (MAES) to reflect a high level security and better image encryption.

	A novel image encryption scheme using Lorenz attractor
	G. M. B. S. S. Kumar and V. Chandrasekaran, 
	In this paper a novel image encryption scheme using a 3D chaotic dissipative flow based on Lorenz attractor is proposed.

	Image encryption using binary key-images
	Y. Zhou, K. Panetta, and S. Agaian, 
	The key-image is either a bit plane or an edge map generated from another image, which has the same size as the original image to be encrypted.

	Approaches to multimedia and security
	K. Nahrstedt, J. Dittmann, and P. Wohlmacher, 
	These measures are based on modern cryptographic mechanisms and digital watermarking techniques, as well as on security infrastructures.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    Usual multimedia encryption algorithms require more time and memory space. For this reason, the lightweight image encryption algorithm gains wide acceptance, as it requires less memory and less time along with high security. With this view, here, we have proposed an optimized framework by combining two chaotic encrypting methods such as Arnold and logistic maps. We have performed experimental analysis and obtained satisfactory results. Our proposal is very much sensitive to the secret key. The attacker does not get any information from the encrypted image. Also, the proposed method is robust against brute force attacks and requires less time to execute than the existing methods. It also requires less value to transform the key, which ensures an efficient lightweight image encryption method. Besides, the method provides lower correlation coefficients between adjacent pixels of the encrypted image than other methods, indicating an efficient image encryption system. 
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