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ABSTRACT
The Software Defined Network in Internet of Things (SDN-IoT) is enjoying growing popularity due to its flexibility, automaticity and programmability. However, there still lack proper permission management on SDN-IoT applications (SIApps), especially when the SIApp’s required northbound interfaces are located in multiple heterogeneous controllers without mutual trust. Existing access control methods are usually based on centralized models, proprietary controllers, trusting conditions or manual operation. It can incur unnecessary performance degradation and poor scalability. To solve this problem, this paper proposes the SIApps’ ledger (SILedger), an open, trusted, and decentralized access control mechanism based on blockchain and attribute-based encryption (ABE). It can not only support effective authorization of SIApps in heterogeneous and untrusted SDN-IoT control domains, but also record all interactions between SIApps and resources, and thus facilitate SIApps’ further charging, analysis and audit. The main idea is that the SIApps are authorized using access tokens encrypted by ABE, and these tokens are seen as the currency of blockchain to be distributed. Specifically, we re-design blockchain transaction, token encryption, token initialization and token update schemes to achieve cross-domain, fine-grained and flexible SIApps’ permission management. In order to mitigate the delay and complexity problem of blockchain and ABE, we devise the access control framework that separates authorization from call process of SIApps. Finally, we perform security analysis and implement a FISCO-BCOS-based prototype for SILedger. The experimental results show that it can provide effective access control for SIApps with negligible overheads.




        	







        
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Existing works that provide application flow authentication or flow secure constraint are to extend an individual secure module on a controller rather than a monolithic secure module in a multi-controllers environment. 
· In a network with the physically decentralized control plane, simply combing those existing schemes fails to effectively solve all the common security issues simultaneously, because all secure modules must work seamlessly among multiple controllers.
· We utilize the existing stable Blockchain platform to implement our requirements rather than building a new Blockchain.
· Key Generation is the second phase that is executed at the AA, which should exist on the cloud or the fog/edge node.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Many solutions (including blockchain based) have been proposed to overcome these problems.
· In a system consisting of multiple SDN networks, problems like security, performance, reliability, and scalability arise due to the centralized control architecture.
· Several existing studies focus on the problem of state consistency among numerous controllers. 
· Although there are multiple studies in the literature offering a reliable and scalable solution to the distributed network for management, however, none of these studies have solved this problem completely. 
2.2. PROPOSED SYSTEM 
· The proposed system is evaluated to have less cryptographic load by offloading the IoT nodes with Edge nodes. 
· To prevent data leakage and to protect user privacy, the authors have proposed a solution to isolate and serve different information retrieval requests for each type of personal information.
· Therefore, in this paper, we have proposed a permissioned blockchain based data provenance mechanism which offloads the computational load of (1) hash calculation for blockchain and (2) cryptographic load of digital signature by outsourcing the mechanism to the Edge nodes.
· Data integrity, sender authentication and data accuracy can be ensured by using this algorithm in the proposed system.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We built a normal distributed SDN to compare the flow rule table update performance of our proposed Blockchain IoT architecture in large-scale network.
· It can be seen from the experimental results that the performance of our proposed architecture (permissioned Blockchain based SDN) continuously improves as compare to the public blockchain based SDN in terms of percentage time reduction as the rate of packet-in arrival increases.
· The system improves the networks performance and capacity in the face of network attacks such as spoofing and DDoS/DoS attacks. 
· We performed extensive experiments to evaluate our approach in terms of accuracy, scalability, security, and efficiency. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Vulnerabilities in sdn due to separation of data and control planes
	S. Faizullah and S. AlMutairi, 
	Software defined networking (SDN) is a new approach to networking which enable comprehensive network programmability.

	Software-defined networking: A comprehensive survey
	D. Kreutz, F. Ramos, P. Verissimo, C. E. Rothenberg, S. Azodolmolky, and S. Uhlig, 
	It is both difficult to configure the network according to predefined policies, and to reconfigure it to respond to faults, load and changes.

	Distblocknet: A distributed blockchains-based secure sdn architecture for iot networks
	P. K. Sharma, S. Singh, Y.-S. Jeong, and J. H. Park, 
	These issues are caused by key mechanisms being distributed to the IoT network on a large scale, which is why a distributed secure SDN architecture for IoT using the blockchain technique (DistBlockNet) is proposed in this research.

	Enhancing sdn security for iot-related deployments through blockchain
	C. Tselios, I. Politis, and S. Kotsopoulos, 
	The majority of business activity of our integrated and connected world takes place in networks based on cloud computing infrastructure that cross national, geographic and jurisdictional boundaries.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     In this paper, we propose an innovative, secure SDN in IoT network architecture using permissioned blockchains. We analyze the challenges faced by large scale IoT networks after the introduction of new communication paradigms. Our approach addresses those challenges effectively and performs well under the scenarios where the previous methods failed to show efficient results. The system improves the networks performance and capacity in the face of network attacks such as spoofing and DDoS/DoS attacks. Our approach reduces the response time of the attack by allowing IoT forwarding devices to check for any change in the latest flow rules table. We evaluate our approach (permissioned blockchain based SDN) in terms of performance overhead, scalability, and bandwidth utilization efficiency and compare it with Public blockchain based SDN and OpenFlow SDN models. The experimental results show that our proposed method outperforms the existing baseline models. In the future, we will extend our proposed model to work with distributed cloud computing architectures in order to evaluate and compare it with other proposed solutions. 
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