15









An Efficient Signature Scheme Based on Mobile Edge Computing in the NDN-IoT Environment






ABSTRACT
Named data networking (NDN) is an emerging information-centric networking paradigm, in which the Internet of Things (IoT) achieves excellent scalability. Recent literature proposes the concept of NDN-IoT, which maximizes the expansion of IoT applications by deploying NDN in the IoT. In the NDN, the security is built into the network by embedding a public signature in each data package to verify the authenticity and integrity of the content. However, signature schemes in the NDN-IoT environment are facing several challenges, such as signing security challenge for resource-constrained IoT end devices (EDs) and verification efficiency challenge for NDN routers. This article mainly studies the data package authentication scheme in the package-level security mechanism. Based on mobile edge computing (MEC), an efficient certificateless group signature scheme featured with anonymity, unforgeability, traceability, and key escrow resilience is proposed. The regional and edge architecture is utilized to solve the device management problem of IoT, reducing the risks of content pollution attacks from the data source. By offloading signature pressure to MEC servers, the contradiction between heavy overhead and shortage of ED resources is avoided. Moreover, the verification efficiency in NDN router is much improved via batch verification in the proposed scheme. Both security analysis and experimental simulations show that the proposed MEC-based certificateless group signature scheme is provably secure and practical.                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We also compared our proposed scheme with relevant existing IBS schemes and the results show that the given scheme is more efficient in terms of computation and communication overheads than the previous.
· An IBS scheme is considered to achieve the security assets of unforgeability if there exists no intruder which can compromise the private key of the producer.
· We used a lightweight Hyperelliptic Curve Cryptosystem (HCC) for the efficiency in terms of computation and communication overheads.
· NDN aimed to offer in-network caching, built-in mobility support, and named-based routing that can provide scalable connectivity to the IoT devices with efficient information access to the end-users.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· A trusted party termed as Certification Authority (CA), issues and distributes certificates by attaching customers’ identities to their public keys.
· The KGC can serve as a target unit for any attacker which is generally known as a key-escrow (KE) problem. 
· However, the proposed scheme suffers from the major key escrow problem inborn with identity-based cryptography.
· Due to the nature of IoT applications and the working principle of NDN, new issues with the use of the NDN architecture in IoT environments are slowing down the aspirations.
· Due to its novel architecture NDN facing some security issues in the context of IoT networks; Among them, CPA is the most critical and demanding.
2.2. PROPOSED SYSTEM 
· In this paper, we proposed a secure NDN framework for IoTenabled Healthcare (IoTEH). 
· In the proposed work, we adopt the services of Identity-Based Signcryption (IBS) cryptography under the security hardness Hyperelliptic Curve Cryptosystem (HCC) to secure the IoTEH information in NDN.
· We deployed the proposed scheme on the IoTEH in NDN infrastructure and compared it with the recent IBS schemes in terms of computation and communication overheads. 
· We proposed a secure NDN framework for Internet of Things Enabled Healthcare (IoTEH) using Identity-Based Signacryption (IBS) cryptography.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In fact, NDN facilitates large-scale IoT deployment by improving the performance, scalability and security of the network by optimizing the usage and power consumption of the device.
· The performance efficiency of BNT confirms that this attack is devastating and alarming in NDN.
· Multi-precision integer and rational arithmetic C library (MIRACL) are used to measure the performance of the proposed operations.
· The performance efficiency of BNT confirms that this attack is devastating and alarming in NDN.
· It clearly shows that the designed scheme is more efficient than the previous schemes in terms of computational cost. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	ICN communication optimization for Internet of Things
	B. Nour, 
	The connectivity of each and every piece of technology in the environment with the Internet has opened many avenues of research and development.

	Efficient and secure business model for content centric network using elliptic curve cryptography
	S. Adhikari, S. Ray, G. P. Biswas, and M. S. Obaidat, 
	In CCN, content is easily made available using network caching mechanism which is misaligned with the existing business policy of content providers/publishers in IP‐based Internet.

	An efficient named-data-networking-based IoT cloud framework
	X. Wang and S. Cai, 
	In this framework, consumers employ unicast to acquire data from the nearest IoTC member via one data retrieval process and node mobility is supported to ensure successful reception of data.

	Caching in vehicular named data networking: Architecture, schemes and future directions
	C. Chen, C. Wang, T. Qiu, M. Atiquzzaman, and D. O. Wu, 
	The TCP/IP stack plays an important role in terms of data transmission, traffic control and address assignment in the Internet of Vehicles (IoV), which has seen phenomenal growth in recent years.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The paper provides an effective and proven secure certificateless signature scheme for the mitigation of content poisoning attack (CPA) in NDN-based IoT network. The cost-effectiveness and security aspect of the newly designed scheme is based on the concept of a hyperelliptic curve cryptosystem. Detailed security analysis shows that the given scheme resists against both A1 and A2 adversaries under the random oracle model. We have conducted a comparative analysis for computation cost (millisecond) and communication overhead (bits) with existing schemes and the results obtained confirm the dominance of our scheme in terms of both the mentioned entities. For further security, we validated the proposed scheme using the services of a well-known security validation tool AVISPA using the services of two backend security protocols such as constraint logic-based attack searcher (ATSE) and on-the-fly model checker (OFMC). To conclude, we deployed the given scheme on NDN-based IoT networks.
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