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ABSTRACT
Verifying the integrity of IoT data in cloud-based IoT architectures is crucial for building reliable IoT applications. Traditional data integrity verification methods rely on a Trusted Third Party (TTP) that has issues of risk and operational cost by centralization. Distributed Ledger Technology (DLT) has a high potential to verify IoT data integrity and overcome the problems with TTPs. However, the existing DLTs have low transaction throughput, high computational and storage overhead, and are unsuitable for IoT environments, where a massive scale of data is generated. Recently, Directed Acyclic Graph (DAG) based DLTs have been proposed to address the low transaction throughput of linear DLTs. However, the integration of IoT Gateways (GWs) into the peer to peer (P2P) DLT network is challenging because of their low storage and computational capacity. This paper proposes Lightweight and Scalable DAG based distributed ledger for IoT (LSDI) that can work with resource-constrained IoT GWs to provide fast and scalable IoT data integrity verification. LSDI uses two key techniques: Pruning and Clustering, to reduce 1) storage overhead in IoT GWs by removing sufficiently old transactions, and 2) computational overhead of IoT GWs by partitioning a large P2P network into smaller P2P networks. The evaluation results of the proof of concept implementation showed that the proposed LSDI system achieves high transaction throughput and scalability while efficiently managing storage and computation overhead of the IoT GWs.      
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Existing BC implementations typically use one of the following consensus algorithms: Proof of Work (POW) or Proof of Stake (POS).
· Micropayments were never possible in existing blockchain platforms due to the fact transaction fees were higher than the transactions themselves, but with the IOTA fee-less environment, micropayments can happen for the future M2M economy.
· We used the Ed25519 signature algorithm on the existing IOTA MAM channel to ensure the authenticity of each message based on the key pairs of IoT devices.
· Problems of reuse of addresses exist in this system. Possible solutions are described below with insights into each solution.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· In this paper, we propose a Lightweight Scalable BC (LSB) for IoT security and privacy that addresses the above issues.
· Although BC has the potential to tackle the IoT problems such as security and privacy, its application to build an IoT architecture remains difficult.
· In a local community, each Home Node needs to get certification issued by the local CA to join the network.
· The various benefits afforded by BC technology as outlined earlier in this section make it an attractive solution for addressing the aforementioned problems in IoT.
· In the IoT context, one can expect serious scalability issues since the number of nodes is expected to be very large. 
2.2. PROPOSED SYSTEM 
· The proposed method reduces the header size of the 6LowPAN and Host Identity protocol (HIP) from 40 bytes to a maximum of 25 bytes by eliminating unnecessary header fields and thus reduces network overhead. 
· Assuming the user is authenticated, the RA generates a shared key for communication between the user and the device. Security analysis shows that the proposed method is secure against the man-inthe-middle attack.
· In LSB, we have rather proposed a tiered structure where a single public BC is managed distributedly by the overlay nodes and the devices within each smart home are managed independently by a home-specific LBM.
· The proposed architecture has three main components namely: data management protocol, data store system, and message service.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Our approach differs from other solutions in the way that it applies a lightweight, scalable and high performance Tangle technology which is suitable for IoT.
· However, the unacceptable performance of the current mainstream DLT systems such as Bitcoin can hardly meet the efficiency and scalability requirements of IoT.
· However, this tremendous market growth raises new challenges such as security and privacy, scalability and data processing performance for IoT system architecture, which means that an effective solution needs to be devised.
· It is also interesting for us to conduct the research on performance evaluation such as analytical modeling and simulation for DAG-based DL systems. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Device democracy: Saving the future of the Internet of Things
	P. B. Pureswaran and V., 
	Mainframes were the province of the largest governments and enterprises, used to execute complex managerial and operational tasks.

	Towards an Optimized BlockChain for IoT
	A. Dorri, S. S. Kanhere, and R. Jurdak, 
	There has been increasing interest in adopting BlockChain (BC), that underpins the crypto-currency Bitcoin, in Internet of ings (IoT) for security and privacy. 

	A review of smart homes - Past, present, and future
	M. R. Alam, M. B. I. Reaz, and M. A. M. Ali, 
	It describes collective information about sensors, multimedia devices, communication protocols, and systems, which are widely used in smart home implementation. 

	Bitcoin: A Peer-to-Peer Electronic Cash System
	S. Kornmesser, 
	Digital signatures provide part of the solution, but the main benefits are lost if a trusted third party is still required to prevent double-spending.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this work, we have proposed a DAG-based distributed ledger solution for IoT. Specifically, we introduce our solution in the context of smart homes for handling inter-house DERs transactions. With the initial experimental results, our solution provides high TPS/CTPS and good scalability which is suitable for IoT applications. We conclude that our proposed DAG-based distributed ledger is an effective solution for building a smart home IoT infrastructure. Further studies will be conducted on the decentralization optimization, security verification and containerization. 
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