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Biometric And IOT Technology Based Safety Transactions In ATM







ABSTRACT
The ATM Fraudulence occurring in the society has become very common nowadays. Even though technology has boomed in various aspects it is being misused in different ways for stealing money through ATM’S. Skimming and Trapping of the ATM devices have been designed by many Burglars. Recognition based Verification system as been implemented for many ATM’s for safety purposes. This work deals with Biometric recognition like fingerprints, face recognition to identify person. In addition, Internet of things has been used to enhance the security of the Money and to give timely updates. Also, one time password will be sent to user to verify identity. Simulation of the work is done in Proteus and the results are verified by implementing the same with a hardware setup.





        
                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The values from the sensors and RFID are continuously monitor by the maintenance team and if there is any change in any of those sensors, the maintenance unit can notice immediately with the help of IOT.
· This system is much easier and reliable system compare to all the other existing system.
· IoT permits objects to be detected and controlled remotely across existing network infrastructure, making opportunities for additional direct integration between the physical world and computer-based systems, and leading to improved efficiency, accuracy and economic profit.
· This system is more efficient and secure then all the other existing systems.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Securing the personal data stored and accessed from android touchscreen mobile makes user authentication a problem of paramount importance.
· When analyzing the most common attacks and the reasons for successful frauds, it becomes apparent that the main problem lies in the PIN based authentication which in itself does not provide any security features (besides the use of asterisks). 
· The systematic examination provides a comprehensive and integrated evaluation of PCCP covering both usability and security issues. 
· We present EyePassword, a system that mitigates the issues of shoulder surfing via a novel approach to user input.
2.2. PROPOSED SYSTEM 
· In the proposed system we use IOT based ATM monitoring and control system. ATM is monitored with vibration sensor, light sensor, smoke sensor and temperature sensor. 
· The light sensor is used to detect the light intensity and temperature sensor is used to detect external temperature. SMOKE sensor is used to detect the fire occurrence in the ATM.
· We also use RFID and a USB camera to indentify the customer. All the values are sending to the maintenance team for security purpose. 
· We also use relay circuit to switch on and switch off the ATM machine shutter.
· Python is used as the programming language in Raspberry Pi, which is an open source programming language.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· To overcome the disadvantages of inserting the ATM card into the ATM machine, RFID card is used. It reads the user information by sensing and it also manages different banks accounts in a single RFID card.
· The IoT is a giant network of connected things and people – all of which collect and share data about the way they are used and about the environment around them.
· However ,if this scheme is to be used in a public system then the design might endure since accept surfing attack.
· Dynamic time warping algorithm is used to align this processed signature with its template previously stored in a database.
· It reads the user information by sensing and it also manages different banks accounts in a single RFID card. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Real Time SMS- Based Hashing Scheme for Securing Financial Transactions on ATM Terminal
	G.Udaya Sree, M.Vinusha 
	Traditional ATM systems authenticate generally by using the credit card and the password, the method has some defects.

	ARM7 Based Smart ATM Access & Security System Using Fingerprint Recognition & GSM Technology
	Khatmode Ranjit P, Kulkarni Ramchandra V, 
	In this system, Bankers will collect the customer finger prints and mobile number while opening the account then only customer can access ATM machine.

	Protected Cash Withdrawal in ATM Using Mobile Phone
	M.R.Dineshkumar, M.S.Geethanjali,
	The first one is normal PIN verification method and if the password is correct then it goes to the second step of authentication (i.e.,) two way authentication method.

	Anti- Theft ATM Machine Using Vibration Detection Sensor
	M. Ajaykumar and N. Bharath Kumar,
	This paper provides security system for ATM machines. Now a days there is no particular security system for ATM machines.








2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
        This whole implementation ensures us a secured and authenticated transaction through RFID and GSM technique with lowest cost and minimum maintenance. Mankind will utilize new and secured type of money transactions. The only thing is that initial cost of RFID conversion of the entire system is the required one time investment. The value added service that this system provides increases the credibility of the financial institutions, the banks improves the convenience to its customer. Hence as the world progresses through the inevitable and an indomitable quest for knowledge, the aspect of security bound systems are bound to concede with the growing innovations and obviously more vulnerabilities. Hence our application might well solve the aspect of transaction security to a precise and great extent. 
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