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Efficient Verification of Edge Data Integrity in Edge Computing Environment







ABSTRACT
Edge computing, as a new computing paradigm that extends cloud computing, allows a service vendor to deploy its services on distributed edge servers to serve its service users in close geographic proximity to those edge servers. Caching edge data on edge servers can minimize service users data retrieval latency. However, such edge data are subject to intentional and accidental corruption in the highly distributed and dynamic edge computing environment. Verifying the integrity of service vendors edge data accurately and efficiently is a critical security problem. Given a potentially large number of edge servers and their limited computing capacities, verifying the integrity of the edge data on each edge server individually is computation expensive. In this paper, we make the first attempt to tackle this Edge Data Integrity (EDI) problem from the service vendors perspective by proposing an inspection and corruption localization scheme for EDI named ICL-EDI. This scheme allows a service vendor to inspect its edge data and localize corrupted edge data on multiple edge servers accurately and efficiently. To evaluate its performance, we implement ICL-EDI and conduct extensive experiments to demonstrate its effectiveness and efficiency.


          
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The existing research works have to look the troubles of huge computational and communication overhead.
· The various research works have been developed a blockchain based verification scheme. 
· In the blockchain, the bitcoin is used PoW consensus protocol to verify the integrity of outsourced data. However, the PoW is taking more energy consumption and consensus process is prohibitively slow for validating.
· The pre-processing step is a major concern when data outsourced in the cloud. Proof generation of outsourced data during the data integrity process is taking more computation efficiency. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· We find that mobile edge computing also faces the similar problem regarding the data integrity, and it requires that the integrity verification is not only performed on the back-end cloud but also the edge nodes.
· However, the previous approaches may not work well when the data integrity problem comes to the edge computing.
· In this paper, we study the integrity checking problem for a general-purpose data storage service in edge computing and proposed protocols for it.
· The problem of checking integrity of remote data is first introduced by in, which proposes a RSA-based method for this problem. 
2.2. PROPOSED SYSTEM 
· The proposed data integrity scheme is produced low communication overhead and low computational cost.
· The proposed method uses the blockchain that produce the corresponding metadata and forwarded it to the client. 
· The proposed scheme is allow DO to store and make sure the verification information by writing and get back the blockchain. 
· The proposed system design a significant auditing method for data integrity based on bilinear pairing and commitments in order to enhance the scalability. 
· The proposed scheme is present no interactive public PDP and design a smart contract using blockchain technology for public cloud storage auditing.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We propose a remote data integrity checking protocol for edge storage, and an extended protocol is also proposed for efficient batch verification of multiple edges. 
· The proposed protocols are privacy-preserving against semi-honest verifier, secure against untrusted edge nodes, and efficient in terms of the requirements of edge computing.
· The TPAs have powerful computing and storage capabilities, which maintain the data integrity tags and perform the verifications.
· When performing the integrity checking, the TPA cannot get other private information (including retrieved data, query patterns, and edges’ strategies) from both the user and the edge. 
· However, when performing the integrity verification, the overlaps between data blocks on different edges brings unnecessary burdens for the TPA. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Edge computing: Vision and challenges
	W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, 
	Edge computing has the potential to address the concerns of response time requirement, battery life constraint, bandwidth cost saving, as well as data safety and privacy. 

	Pors: proofs of retrievability for large files
	A. Juels and B. S. K. Jr., 
	In addition to proposing new, practical POR constructions, we explore implementation considerations and optimizations that bear on previously explored, related schemes.

	Provable data possession at untrusted stores
	G. Ateniese, R. C. Burns, R. Curtmola, J. Herring, L. Kissner, Z. N. J. Peterson, and D. X. Song, 
	 In particular, the overhead at the server is low (or even constant), as opposed to linear in the size of the data. 

	Ensuring data storage security in cloud computing
	C. Wang, Q. Wang, K. Ren, and W. Lou, 
	Cloud computing service is valuable in various segment of human activities and it has been a future information technology design for organizations, education sectors and other commercial sectors.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we study the data integrity verification problem in mobile edge computing. We have proposed two protocols, which are suitable for the cases where the users want to verify the data integrity on a single edge or multiple edges, respectively. The proposed protocols are rigorously proved to be correct, secure against the untrusted edges, and privacy-preserving against the their-party auditors. A proof of-the-concept system is implemented for evaluating the protocols, and experimental results show that the proposed protocols are efficient. 
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