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ABSTRACT
Mobile edge computing (MEC), extending computing services from cloud to edge, is recognized as one of key pillars to facilitate real-time services and tackle backhaul bottleneck. However, it is not economically efficient to attach intensive security appliances to every MEC node to defend application-level DDoS attacks and ensure the availability of services. Thus, we explore the elasticity of security defense among MEC nodes by proposing a COoperative DEfense (CODE) framework for MEC, referred to as CODE4MEC. CODE4MEC aims to adapt to traffic changes by coordinating container-carried defensive resources among cooperative MEC nodes in an automatic way. Towards this aim, we propose four control plane functions to enable a life-cycle management for CODE4MEC, namely, CODE triggering, scheduling, coordination and releasing. However, an effective CODE4MEC requires non-trivial algorithmic schemes, in particular for CODE scheduling and coordination functions. We thus design an online combinatorial auction mechanism for real-time CODE scheduling, and prove a tighter performance bound relative to prior arts. As for CODE coordination, a flow-based traffic and context information coordination scheme is proposed to enable classical defense schemes to work properly and efficiently. Finally, using a combination of real testbed and simulation evaluations, we validate the effectiveness of CODE4MEC.
                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It is necessary to have a holistic understanding about the application of new technologies in order to enhance the efficiency. 
· The authors argue that the blockchain-based enhancement provides additional security to existing DDoS mitigation models.
· To the best of our knowledge, there does not exist a single survey discussing advancements specifically related to DDoS mitigation employing blockchain. 
· Therefore, it is important to conduct a comprehensive survey about DDoS mitigation using blockchain technology.
· LSTM is used for DDoS detection utilizing blockchain for permission to edge devices to perform actions. IoT devices are relatively unsecure compared to traditional network nodes. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Distributed denial of service (DDoS) attacks on the Internet have become an immediate problem.
· Most large web sites currently handle the problem by equipping critical systems with abundant resources. 
· Besides, computing appropriate filtering tables based on existing inter domain routing protocol is a non-trivial problem.
· Trust is an important issue in this system, more so in the absence of a centralized trusted authority to provide digital certificates.
· Another issue that must be addressed is how to protect the communications of the detection nodes when the links are completely saturated during a DDoS attack. 
2.2. PROPOSED SYSTEM 
· Researchers investigate the effect of environment tampering on the perception layer and propose an Ethereum-based framework deploying smart contracts and edge computing, which validates the incoming data. 
· Cochain-SC proposes network schemes governed by blockchain using SDN and smart contracts for DDoS mitigation at an inter and intra domain level. 
· The proposed model analyzes the network traffic on edge devices connected via blockchain.
· Compared to other similar systems, researchers propose to store only hash values in the smart contract, which is transparent in nature. 



2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· In our approach, there are two factors which will affect the system performance: the overhead of the information sharing mechanism, and the delay for the decision making.
· To improve the defence efficiency and accuracy, we propose a dynamic defence infrastructure composed of a diverse collection of independent defence nodes located in the intermediate network of the Internet.
· The focus of this research is to develop methods to efficiently share the information provided by existing DDoS attack detection systems to improve the accuracy of defence rather than to improve upon current available DDoS detection methods. 
· We vary the parameters of the gossip mechanism to investigate the relationship between the overhead of information sharing and defence efficiency. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Defending against flooding-based, distributed denial-of-service attacks
	CHANG, R. K. C. (2002)
	Flooding-based distributed denial-of-service (DDoS) attack presents a very serious threat to the stability of the Internet.

	Distributed denial of service (DDoS) attacks/tools
	DITTRICH, D. (2004)
	DDoS attackers hijack secondary victim systems using them to wage a coordinated large-scale attack against primary victim systems. 

	New directions in traffic measurement and accounting
	ESTAN, C. and VARGHESE, G. (2002)
	It can be feasible for flow measurement devices to keep up with the increases in the number of flows (with or without aggregation) only if they use the cheapest memories: DRAMs.

	Epidemic information dissemination in distributed systems
	EUGSTER, P., GUERRAOUI, R., KERMARREC, A. and MASSOULIE, L. (2004)
	Epidemic algorithms have recently gained popularity as a potentially effective solution for disseminating information in large-scale systems, particularly peer-to-peer systems deployed on Internet or ad hoc networks.






2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     Distributed denial of service is a major threat that cannot be addressed through isolated actions of sparsely deployed defence nodes. Instead, various defence systems must organize into a framework and inter-operate, exchanging information and service, and acting together, against the threat (Mirkovic, Prier and Reihe, 2003; Papadopoulos et al, 2003). In this paper we proposed a global defence infrastructure by building an overlay network on top of the internet. A gossip-based scheme is used to get global information about distributed denial of service attacks by information sharing. We assume with global information, we can defend DDoS attacks with higher accuracy. Compared to the existing solutions, our contribution is to provide a distributed proactive DDoS detection and defence mechanism. Our approach continuously monitors the network. When an attack begins, individual defence nodes drop attack traffic identified according to the local information and mitigate load to the target victim. However, as local detection has a high false alarm rate, the legitimate traffic will drop as well with high rate. By correlating the attack information of each individual nodes, our scheme can get more information about the network attack thus can defend against DDoS attacks more effectively. Future work will fold in more topology information and vulnerability information gleaned from automated scanning and mapping tools. When the nodes know more topology information of the global Internet, it can utilize more intelligent gossip strategy to reduce the information sharing overhead while trying to detect attacks with speed. Armed with these more sophisticated methods, our approach can defend attacks more efficiently. We are investigating several important questions that still need to be addressed. These include the consensus algorithm and optimal gossip period. We also plan to validate this scheme by running them on real attack data sets. 
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