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ABSTRACT
In the edge computing environment, app vendors can cache their data on a large number of geographically distributed edge servers to serve their users. However, those cached data are particularly vulnerable to both intentional and accidental corruption, which makes data security a major concern in the EC environment. Given limited computing resources of edge servers, how to effectively and efficiently inspect those data over tremendous edge servers is a critical and open problem. To tackle this edge data integrity (EDI) problem, we first study the entities, threats, system objectives, and the inspection mechanism, then propose a novel approach named EDI-S for inspecting the integrity of edge data and localizing the corrupted ones. Based on the elliptic curve, EDI-S generates one digital signature as the integrity proof for each replica. Then, multiple integrity proofs are aggregated to be inspected together. This mechanism allows the integrity of tremendous cache data on multiple edge servers can be inspected altogether via an aggregate verification. EDI-S also provides two methods for localizing the corrupted data on edge servers, one for small-scale scenarios and the other for large-scale scenarios. Both theoretical analysis and experimentally evaluation demonstrate that EDI-S can solve the EDI problem effectively and efficiently.

                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Smart grid (SG) is no longer fiction, as a number of utility companies have replaced or implemented smart grid alongside existing power grid.
· We can leverage the inherent capabilities of efficient communication, computation and storage provided by the fog computing paradigm as suggested by existing fogenabled schemes for secure data aggregation.
· Existing fog-enabled data aggregation schemes in SG, such as those presented in , have a number of limitations.
· While, in traditional aggregation schemes, there exist an entity named ‘aggregator’ which is supposed to perform aggregation and provide the storage capability. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· This new and critical problem is referred to as the edge data integrity (EDI) problem in this paper. 
· It is a challenging problem as the edge data replicas are cached on geographically-distributed edge servers rather than app vendors’ own servers managed in-house.
· A possible solution to the EDI problem is to apply one of the existing CDI approaches. However, the EDI problem is fundamentally different from the CDI problem.
· We make the first attempt to study the EDI problem from the app vendor’s perspective, including the entities, threats, system objectives, and inspection mechanism involved. 
2.2. PROPOSED SYSTEM 
· In this paper, a new fog-enabled privacy-preserving data aggregation scheme (FESDA) is proposed. 
· The scheme proposed in is faulttolerant with lower computational cost, however, it requires an additional round of communication among the participants of the protocol (fog-node, trusted authority and the cloud); thus, further increasing the communication cost.
· We demonstrate the effectiveness of the proposed scheme with performance and security analysis.
· We propose an efficient fog-enabled privacy preservation data aggregation scheme in the SG IoT network.
· In our proposed model FN is responsible for the aggregation of users’ consumption data and forwarding it to CC.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· To compare their performance against EDI-S, we follow the idea of Sequential Localization of EDI-S to localize corrupted data by inspecting each edge data replicas individually and sequentially.
· Leveraging the unique features offered by aggregate signature mechanism, EDI-S can inspect the integrity of massive edge data replicas efficiently.
· We propose EDI-S, a novel EDI approach for inspecting the integrity of edge data replicas and localizing corrupted ones with high efficiency.
· The efficiency of an approach is evaluated by its computational overhead, measured by the computation time taken, the lower the better.
· An approach is urgently needed for effectively and efficiently inspecting the integrity of app vendors’ data cached on edge servers. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A survey on mobile edge computing: The communication perspective
	Y. Mao, C. You, J. Zhang, K. Huang, and K. B. Letaief, 
	This paper provides a comprehensive survey of the state-of-the-art MEC research with a focus on joint radio-and-computational resource management.

	Fog computing and its role in the internet of things
	F. Bonomi, R. Milito, J. Zhu, and S. Addepalli, 
	Fog Computing extends the Cloud Computing paradigm to the edge of the network, thus enabling a new breed of applications and services.

	Mobile edge computing: A survey on architecture and computation offloading
	P. Mach and Z. Becvar, 
	The MEC brings computation and storage resources to the edge of mobile network enabling it to run the highly demanding applications at the UE while meeting strict delay requirements.

	READ: Robustness-oriented edge application deployment in edge computing environment
	B. Li, Q. He, G. Cui, X. Xia, F. Chen, H. Jin, and Y. Yang, 
	In the EC environment, a service provider can deploy its application instances on edge servers to serve users with low latency. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we studied the new Edge Data Integrity (EDI) problem with the aim to help app vendors inspect the integrity of their massive edge data replicas cached on a large number of distributed edge servers. We first analyze the issues, the threats and the objectives of an EDI approach. Then, we proposed an aggregate signature-based approach named EDI-S that allows edge servers to effectively and efficiently generate data integrity proofs based on elliptic curves. The app vendors can aggregate these integrity proofs so it can inspect them altogether with minimum computational overheads. While existing PDP-based approaches provide only probabilistic integrity guarantees, EDI-S provides full integrity guarantees. Furthermore, EDI-S can efficiently localize corrupted data among a large number of edge data replicas. The correctness, integrity guarantee, and efficiency of EDI-S were first analyzed theoretically and then evaluated experimentally against two representative approaches derived from PDP-based cloud data integrity schemes. The results demonstrate that EDI-S can solve the EDI problem effectively and efficiently with multiple orders of magnitude advantages over the two representative PDP approaches. 
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