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A Block chain-Based Multi-Cloud Storage Data Auditing Scheme to Locate Faults







ABSTRACT
Network storage services have benefited countless users worldwide due to the notable features of convenience, economy and high availability. Since a single service provider is not always reliable enough, more complex multi-cloud storage systems are developed for mitigating the data corruption risk. While a data auditing scheme is still needed in multi-cloud storage to help users confirm the integrity of their outsourced data. Unfortunately, most of the corresponding schemes rely on trusted institutions such as the centralized third-party auditor (TPA) and the cloud service organizer, and it is difficult to identify malicious service providers after service disputes. Therefore, we present a blockchain-based multi-cloud storage data auditing scheme to protect data integrity and accurately arbitrate service disputes. We not only introduce the blockchain to record the interactions among users, service providers, and organizers in data auditing process as evidence, but also employ the smart contract to detect service dispute, so as to enforce the untrusted organizer to honestly identify malicious service providers. We also use the blockchain network and homomorphic verifiable tags to achieve the low-cost batch verification without TPA. Theoretical analyses and experiments reveal that the scheme is effective in multi-cloud environments and the cost is acceptable.

                          
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The existing blockchain networks still remain scalability bottlenecks in terms of the number of replicas and limited throughput.
· Although blockchain and CoT have been studied extensively in the literature works, there is no existing work to provide a comprehensive survey on the combination of these important research areas, to our best knowledge.
· However, all existing paradigms still face the main problem related to centralized industrial network and third part-based authority. 
· In a nutshell, centralized manufacturing architectures exist limitations with low flexibility, efficiency, and security.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· In large distributed systems, identity federation is another choice to overcome security and trust problems across multiple domains, however, it increases the complexity of system design and operation.
· However, cloud computing systems have encountered serious trust and security problems.
· Trust management provides a novel solution to solve security problems in heterogeneous, open, distributed and dynamically changing network environments.
· The natural decentralization feature of blockchain can decentralize the process of trust authentication, thereby overcoming the above problems caused by centralization.
2.2. PROPOSED SYSTEM 
· The study proposed a cloud-centric IoT framework enabled by smart contracts and blockchain for secure data provenance.
· With the current growing interest in the blockchain and CoT, many new integrated BCoT platforms and systems have been proposed in the literature studies to provide security solutions and applications.
· Moreover, proposed a cloud federation model which enable distributed resource provisions using an individual cloud under the management of blockchain network. 
· An access control design based on smart contract is also proposed to implement keyword search in decentralized cloud storage for sharing services.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· It designed a blockchain-based bandwidth provision protocol to strengthen end-to-end connectivity, and the performance of the new model was verified by bandwidth occupancy rate, resource availability, and packet loss rate.
· However, it did not elaborate on how to implement the consensus and incentive mechanisms of blockchain, and the performance analysis was only theoretically carried out, without the experimental design.
· In view of the data application security, privacy leakage and trust crisis, as well as the performance bottleneck and single point of failure in the centralized data management center, researchers have proposed many distributed and blockchain-based schemes.
· The performance of the approaches were tested from different perspectives, such as trust/reputation accuracy, effectiveness, efficiency, overhead, system throughput, etc. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Brownout approach for adaptive Management of Resources and Applications in cloud computing systems
	Xu M, Buyya R (2019) 
	A paradigm, the brownout, has been applied to handle these issues by adaptively activating or deactivating optional parts of applications or services to manage resource usage in cloud computing system.

	A novel approach to workload prediction using attention-based LSTM encoder-decoder network in cloud environment
	Zhu Y, Zhang W, Chen Y, Gao H (2019)
	To improve the workload prediction accuracy, this paper proposes an approach using the long short-term memory (LSTM) encoder-decoder network with attention mechanism.

	GenTrust: a genetic trust management model for peer-to-peer systems
	Tahta U, Sen S, Can A (2015) 
	In this model, a peer calculates the trustworthiness of another peer based on the features extracted from past interactions and the recommendations.

	Trust calculation with ant Colony optimization in online social networks
	Sanadhya S, Singh S (2015) 
	In this paper with the help of ant colony optimization (ACO) we are calculating trust path, trust cycle.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
   This paper introduces a taxonomy and a review of blockchain-based trust management approaches in cloud computing systems. These approaches are classified into different taxonomies according to three phases: blockchain-based basic trust framework, blockchain-enhanced trust interaction framework and mechanisms, and data management. Then, it presents a comprehensive analysis and comparison of the existing blockchain-based trust approaches. In order to improve the efficiency and adaptiveness of trust-enabled cloud computing, a novel cloud-edge hybrid trust management framework along with a double-blockchain based cloud transaction model are proposed. Finally, we suggest future directions and detail the open challenges of blockchain-based trust management schemes.
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