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ABSTRACT
In order to protect data privacy in cloud storage, sensitive data is encrypted before being uploaded to a cloud server. How to retrieve ciphertext safely and effectively has become a problem. Public key encryption with keyword search (PEKS) realizes the retrieval of ciphertexts in clouds without disclosing secret information. However, most PEKS protocols can not resist an keyword guessing attack (KGA) launched by untrusted cloud servers. Meanwhile, these protocols are unable to detect vulnerabilities, resulting in information leakage. In this paper, we design a searchable public-key encryption with cryptographic reverse firewalls (SPKE-CRF), and use the JPBC library to implement the protocol. Security analysis shows that the SPKE-CRF protocol can resist a chosen keyword attack (CKA), a KGA, and an algorithm substitution attack (ASA) without secure channels. Performance analysis shows that the SPKE-CRF protocol has a significant communication and computational cost advantage while being resistant to the KGA and ASA from malicious insider attackers in cloud environments. Therefore, our SPKE-CRF protocol is secure and efficient for cloud storage.



 
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Quantum cryptography cannot be broken mainly because it seems impossible to assess the quantum states in any existing system.
· Therefore, quantum cryptography is then invented by the experts. 
· More specially, quantum cryptography is a technique to exploit the properties of quantum for designing unbreakable ciphers. 
· There is no doubt that quantum cryptography is completely different with the classical cryptography and the modern cryptography, whose security is based on physics instead of mathematics.
· It offers a secure and efficient method for users to search encrypted messages from the online third parties by a specific keyword. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· We study the problem of searching on data that is encrypted using a public key system.
· Constructing a secure PEKS appears to be a harder problem than constructing an IBE. Indeed, the following lemma shows that PEKS implies Identity Based Encryption. 
· The problem is that the ciphertext CT could expose the public key (W) used to create CT.
· It appears that constructing a searchable public-key encryption is a harder problem than constructing an IBE scheme.
· We showed that PEKS implies Identity Based Encryption, but the converse is currently an open problem. 
2.2. PROPOSED SYSTEM 
· The proposed schemes are proved to be semantic secure under Random Oracle Models which means the adversary cannot break any one bit of ciphertext. 
· More specially, the proposed MPEKS scheme contains the properties of Ciphertext Indistinguish ability and Trapdoor Indistinguish ability and is proved to be semantic secure under Random Oracle Models so that it is able to resist OKGA.
· The proposed scheme applies artificial intelligence (Mamdani Fuzzy Inference System in Fuzzy Logic) technique to solve Fuzzy Keyword Search problem. 
· The proposed system addresses both Single and Multiple Keyword(s) Search issues and resists OKGA.



2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The performance and energy consumption of the implementation of the proposed ABE and its hybrid version are evaluated with a workstation, a PC, a smart phone, and an embedded device.
· The size of the access structure produces an impact on the performance of the ABE encryption and decryption algorithms.
· It may be inefficient when the length of the plaintext or the size of the access structure is large.
· The main feature of identity-based cryptosystems is that they do not need certificates for public keys. 
· The identity string of a user, such as the email address or phone number, can be used as the user’s public key. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Identity-based cryptosystems and signature schemes
	Shamir, A. 
	The scheme assumes the existence of trusted key generation centers, whose sole purpose is to give each user a personalized smart card when he first joins the network.

	Identity-based encryption from the Weil pairing
	Boneh, D.; Franklin, M. 
	The scheme has chosen ciphertext security in the random oracle model assuming an elliptic curve variant of the computational Diffie-Hellman problem. 

	Fuzzy identity-based encryption
	Sahai, A.; Waters, B. 
	In this paper, we use the CPA secure Gentry's IBE (exponent inversion IBE) to construct the first Fuzzy IBE that is fully secure without random oracles.

	Attribute-based encryption for fine-grained access control of encrypted data
	Goyal, V.; Pandey, O.; Sahai, A.; Waters, B. 
	 In our cryptosystem, ciphertexts are labeled with sets of attributes and private keys are associated with access structures that control which ciphertexts a user is able to decrypt.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    We present an ABE scheme that is based on the SM9 IBE scheme, which supports the generalized access structure. The proposed scheme complies with the Chinese commercial cryptographic standard and the forthcoming ISO standard. In terms of implementation, we first implement and embed the R-ate pairing on BN-curves, which is required by SM9, into the JPBC library; and, then implement SM9 as well as the proposed ABE. Moreover, we also develop a hybrid ABE for achieving lower ciphertext expansion rate when the size of access structure or plaintext is large. In general, the proposed schemes’ performance is reasonably well on PCs, and is also acceptable on smart phones and embedded devices, according to our experimental results. 
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