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ABSTRACT
Searchable encryption (SE) is a powerful technology that enables keyword-based search over encrypted data becomes possible. However, most SE schemes focus on exact keyword search which can not tolerate misspellings and typos. Existing fuzzy keyword search schemes only support fuzzy search within a limited similarity threshold d, the storage cost will grow exponentially or the precision of search results will greatly decrease as $d$ increases. Moreover, the current fuzzy keyword ranked search schemes consider only the keyword weight, and disregard the influence of keyword morphology similarity on the ranking. In this paper, we propose a scalable fuzzy keyword ranked search scheme over encrypted data under hybrid clouds architecture. We use the edit distance to measure the similarity of keywords and design an edit distance algorithm over the encrypted database, in which our scheme achieves fuzzy keyword search for any similarity threshold d with constant storage size and accurate search results. Furthermore, we design a two-factor ranking function combining keyword weight with keyword morphology similarity, which is utilized to rank the search results and enhance system usability. Extensive experiments are performed to demonstrate the trade-off of efficiency and security of the proposed scheme.

         
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· There is pre-existing security context between each user and the data owner thus authentication between user and data owner is already in place. 
· A few existing works exploit tree-based structures to design efficient secure search schemes in different scenarios.
· By incorporating the state-of-the-art information retrieval technique, the proposed MTS schemes enjoy the same flexibility and search result accuracy as the existing state-of-the-art multi-keyword ranked search over plaintext.
· Privacy breach is still likely to occur owing to the existence of disgruntled, profiteered or curious employees from CSP. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Based on their two clouds architecture, we consider to address the privacy-preserving fuzzy keyword search problem simultaneously supporting verifiability of search result in hybrid cloud model. 
· We also present one integrated solution, which hopefully offer more insights into this important problem.
· The management of the decryption keys of the returned files is an orthogonal problem and has been studied separately.
· The main problem of this scheme is that the final search results inevitably contain false positive due to bloom filter being the underlying index construction technique. 
· Research along this line includes and it aims to provide a more general solution to the secure computation on the untrusted cloud server problem. 
2.2. PROPOSED SYSTEM 
· They extend the proposed secure keyword search to multi-user setting, where an encrypted index can be searched by various users holding different private keys.
· To improve the search efficiency, many secure search schemes have been proposed, where queries can be executed over encrypted indexes (rather than encrypted data themselves) by users who possess proper “trapdoors”.
· The proposed schemes can meet various stringent privacy requirements while retaining effective search functionalities.
· Due to the proposed search algorithm and tree-based index structure, the baseline search is far efficient than.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The private cloud performs the security-critical operations, whereas the public cloud performs the performance-critical ones. 
· Through rigorous security and efficiency analysis, we show that our proposed scheme is secure under the proposed model, while correctly and efficiently realizing the verifiable fuzzy keyword search. 
· Most are focused on efficiency improvements and security definition formalizations. 
· Although the time cost is not very low,the index construction process can be conducted off-line, it will not affect the searching efficiency.
· However, this raises a new challenge for performing search over the encrypted data efficiently. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Searchable encryption revisited: Consistency properties, relation to anonymous ibe, and extensions
	Abdalla, M., Bellare, M., Catalano, D., Kiltz, E., Kohno, T., Lange, T., Malone-Lee, J., Neven, G., Paillier, P., Shi, H.
	We identify and fill some gaps with regard to consistency (the extent to which false positives are produced) for public-key encryption with keyword search (PEKS).

	Private query on encrypted data in multiuser settings
	Bao, F., Deng, R.H., Ding, X., Yang, Y.
	Searchable encryption schemes allow users to perform keyword based searches on an encrypted database. 

	Space-constrained gram-based indexing for efficient approximate string search
	Behm, A., Ji, S., Li, C., Lu, J.
	Many existing algorithms use gram-based inverted-list indexing structures to answer approximate string queries.

	Deterministic and efficiently searchable encryption
	Bellare, M., Boldyreva, A., O’Neill, A.
	We present as-strong-as-possible definitions of privacy, and constructions achieving them, for public-key encryption schemes where the encryption algorithm is deterministic.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we investigated the fuzzy keyword search problem in the scenario of a semi-honest-but-curious server, which may execute only a fraction of the search and return part of the searching result honestly. We proposed a new efficient verifiable fuzzy keyword search scheme, which not only supports fuzzy keyword search over encrypted data, but also enjoys the verifiability of the searching result. Though rigorous security and efficiency analysis, we showed that our method is secure and privacy-preserving, while correctly realizing the verifiable fuzzy keyword search. 
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