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ABSTRACT
Cloud computing has promoted the success of Internet of Things (IoT) with offering abundant storage and computation resources where the data from IoT sensors can be remotely outsourced to the cloud servers, whereas storing, exchanging and processing data collected through IoT sensors via centralised or decentralised cloud servers make cloud-based IoT systems prone to internal or external attacks. To protect IoT data against potential malicious users and adversaries, some cryptographic schemes have been applied to ensure confidentiality and integrity of IoT data. It is however a challenging task to perform any arithmetical computations once data items are encrypted. Fully-homomorphic encryption which is based on lattices can, in principle, provide a solution, but it is unfortunately inefficient in computation and hence cannot be applied to IoT. Fully-homomorphic encryption is feasible when we allow an involvement of semi-trusted server. However, it is challenging to provide such a system in the situation of distributed environments for shared IoT data. We solve this problem and provide a fully-homomorphic encryption scheme for cloud-based IoT applications. We introduce a new method with the aid of semi-trusted server who can help in the computation of the homomorphic multiplications without gaining any useful information of the encrypted data.

                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Majority of the existing SE schemes, including our previous work, are software-based solutions built on top of diverse cryptographic primitives, which result in a rich set of secure search indexes and algorithm designs.
· However, the existing secure deduplication designs, to some extent, are at odds with the real-world dedupe requirements in terms of security and performance. 
· This gives us the desired asymmetry between security and performance, i.e. resilient to multiple compromised clients, compared to existing work, but only with minimal dedupe performance loss.
· Our scheme is on par with the plaintext practice in terms of the deduplication performance while gaining better security guarantees compared to the existing work. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Cloud computing has fulfilled most of the demands of modern technology, it may not be a suitable solution as there are still unresolved problems, whereas IoT devices and applications need to be processed swiftly. 
· As devices can always breakdown or become vulnerable to malicious attacks, authentication alone is not adequate to fix these problems. 
· If some Fog nodes are compromised by any intruders, it is a problematic task to ensure the security of the data. 
· Due to the resource constraints of the Fog devices, designing a high security and low cost threat and attack detection is the key problem in the Fog. 
2.2. PROPOSED SYSTEM 
· The proposed SE scheme enables users to freely update the secure index and the corresponding file collection.
· The proposed scheme incurs minimal ciphertext size expansion and computation overhead.
· We demonstrate that the proposed system provides broad support for a variety of search functions and achieves computation efficiency comparable to plaintext data search with elevated security protection.
· The security of the proposed scheme is derived from the MSSE security against adaptive chosen-keyword attacks.
· The proposed system supports a rich set of IR functions and query types while ensuring the confidentiality and integrity of the query process.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Cloud computing also offers diverse features to users such as ease of access to information, cost efficiency, quick deployment, backup and recovery.
· However, CloudWatcher is unable to generate routing path and, if there many new flows in the network path, it is less efficient and performance degrades.
· Therefore, they need to use different authentication methods for different services where the performance of the authentication methods is different in the context of latency, efficiency and scalability.
· Security and performance are both highly required in terms of different contextual devices and applications. 
· Bigdata are usually transferred over data transfer protocol and data transfer can be more efficient if we consider security since sensitive data are transferring over these protocols. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	An energy-efficient handover algorithm for wireless sensor networks
	Säveros, F.; Gong, M.; Carlsson, N.; Mahanti, A. 
	Our low-power handover design is based on a careful breakdown and analysis of the potential power consumption of different components of the handover process. 

	Big Data computing and clouds: Trends and future directions
	Assunção, M.D.; Calheiros, R.N.; Bianchi, S.; Netto, M.A.; Buyya, R. 
	This paper discusses approaches and environments for carrying out analytics on Clouds for Big Data applications.

	Fog computing and its role in the internet of things
	Bonomi, F.; Milito, R.; Zhu, J.; Addepalli, S. 
	Fog Computing extends the Cloud Computing paradigm to the edge of the network, thus enabling a new breed of applications and services.

	Fog Computing: survey of trends, architectures, requirements, and research directions
	Naha, R.K.; Garg, S.; Georgakopoulos, D.; Jayaraman, P.P.; Gao, L.; Xiang, Y.; Ranjan, R. 
	Data generated from IoT devices are generally processed in a cloud infrastructure because of the on-demand services and scalability features of the cloud computing paradigm.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005

CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    The main objective of this study is to review, investigate and analyze the issues of the Fog computing platform to recognize their probable security flaws. The obvious fact is that there are numerous security issues that do not exist in the traditional cloud computing environment, which need to be considered. In addition, significant developments in the Fog environment are required. We fill the gap of the current literature by aggregating all security aspects of Fog computing paradigm such as authentication, access control, privacy preservation, trust management, threats, attacks and security auditing. We have also investigated the main challenges, and tried to exhibit the motives as to why the security methods in the cloud platform cannot be employed directly in Fog computing when it comes to auditing. In this study, we have also introduced a taxonomy, by considering numerous security issues and protection according to the Fog environment, as well as briefly introduced and discussed these issues retrospectively. In addition, we also discussed how Blockchain could help to provide solutions to some of the data security concerns in the Fog environment. However, further research is required to see how much protection can be ensured against threats and attacks using Blockchain in Fog. At the end, we highlighted several threats and attacks which might occur frequently under the circumstances of the Fog computing network. 
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