15









Optimal Task Allocation and Coding Design for Secure Edge Computing with Heterogeneous Edge Devices






ABSTRACT
In recent years, edge computing has attracted significant attention because it can effectively support many delay-sensitive applications. Despite such a salient feature, edge computing also faces many challenges, especially for efficiency and security, because edge devices are usually heterogeneous and may be untrustworthy. To address these challenges, we propose a unified framework to provide efficiency and confidentiality by coded distributed computing. Within the proposed framework, we use matrix multiplication, a fundamental building block of many distributed machine learning algorithms, as the representative computation task. To minimize resource consumption while achieving information-theoretic security, we investigate two highly-coupled problems, (1) task allocation that assigns data blocks in a computing task to edge devices, and (2) linear code design that generates data blocks by encoding the original data with random information. Specifically, we first theoretically analyze the necessary conditions for the optimal solution. Based on the theoretical analysis, we develop an efficient task allocation algorithm. Using the task allocation, we then design secure coded computing schemes, for two cases, (1) with redundant computation and (2) without redundant computation. Moreover, we also theoretically analyze the optimization of the proposed scheme. Finally, we conduct extensive simulation experiments to demonstrate the effectiveness of the proposed schemes.
                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In existing cloud infrastructures, the data are sent to cloud servers for further processing and then returned to the devices.
· We provide an analysis of solutions to these challenges from the existing literature. 
· Collect research studies regarding the architectural overview for cloud, fog, and edge computing and research on existing resource management techniques. 
· There is a certain amount of time that is needed to accomplish the communication between the cloud and the existing IoT devices, which will be automatically added to the processing time.
· Their results represent a mapping between the proposed taxonomy and existing literature on the cloud, fog, and edge computing paradigm. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· In this paper, we study task allocation and coding design, two highly-coupled problems in secure coded edge computing, in a unified framework. 
· Therefore, in this paper, we formulate an optimization problem to minimize the total resource usage in Secure Coded Edge Computing (SCEC) with ITS guarantee.
· We also prove the lower bound of the MCSCEC problem, which enables us to further design the optimal task allocation schemes.
· We will show the optimal strategy for the MCSCEC problem, which can be divided into two stages, task allocation and coding design respectively. 
2.2. PROPOSED SYSTEM 
· To accommodate some of these features, the computational paradigm fog computing was proposed.
· However, the study could be further extended by providing a proper detailed list of proposed solutions from the reviewed literature, and respectively their classification.
· To manage a large set of tasks that are working together and are dependent on a certain set of resources, task scheduling algorithms have been proposed to define a schedule to service tasks to avoid conditions such as deadlocks.
· The proposed methodology was tested with iFogSim and analyzed with different existing dynamic algorithms.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We conduct simulation to evaluate the performance of the proposed solution for the MCSCEC problem. 
· In particular, we compare the performance of the proposed solution for the MCSCEC problem with the lower bound shown in Theorem 1 and the following baseline algorithms.
· It also shows that the performance of MCSCEC is very close to the LB, and the relative difference between the total cost of MCSCEC and LB is less than 0.5% when all the paramters are sufficiently large. 
· We then design an efficient secure coded computing scheme to achieve information theoretical security with minimal cost and low decoding complexity. 
· It is important to carefully design code such that the user can successfully decode the final result while achieving security requirements. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A Survey on Mobile Edge Computing: The Communication Perspective
	Y. Mao, C. You, J. Zhang, K. Huang, and K. B. Letaief, 
	This paper provides a comprehensive survey of the state-of-the-art MEC research with a focus on joint radio-and-computational resource management. 

	Coded distributed computing: Fundamental limits and practical challenges
	S. Li, Q. Yu, M. A. Maddah-Ali, and A. S. Avestimehr, 
	In this paper, we demonstrate a coded computing framework, named Coded Distributed Computing (CDC), which optimally trades extra computation resources for communication bandwidth in a MapReduce-type distributed computing environment. 

	Speeding Up Distributed Machine Learning Using Codes
	K. Lee, M. Lam, R. Pedarsani, D. Papailiopoulos, and K. Ramchandran, 
	In this paper, we provide theoretical insights on how coded solutions can achieve significant gains compared with uncoded ones.

	A Fundamental Tradeoff Between Computation and Communication in Distributed Computing
	S. Li, M. A. Maddah-Ali, Q. Yu, and A. S. Avestimehr, 
	An information-theoretic lower bound on the communication load is also provided, which matches the communication load achieved by the CDC scheme.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     In this paper, we address the design of secure coded distributed computing in edge computing, with the objective to minimize the total resource usage. For this fundamental issue, we theoretically analyze the necessary conditions and the lower bound of the problem. Based on the theoretical analysis, we develop optimal algorithms for task allocation which is to select a set of edge devices for computing and assign a certain number of coded row vectors of the matrix to each of them. We then design an efficient secure coded computing scheme to achieve information theoretical security with minimal cost and low decoding complexity. Finally, we conduct extensive simulation experiments, which demonstrate the effectiveness of the proposed schemes. We will consider implement the proposed MCSCEC scheme in real edge computing systems and study a more general case that more than one edge devices can attack cooperatively. 
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