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ABSTRACT
The population of cloud computing greatly facilitates the sharing of explosively generated image today. While benefiting from the convenient of cloud, the privacy protection mechanism that commonly applied in cloud service makes the spreading of illegal and harmful data very hard to be detected or controlled. Such a realistic threat should be seriously treated, yet is largely overlooked in the literature. To address this issue, we propose the first cloud service framework that can simultaneously provide privacy protection and content regulation for the cloud storage image. In specific, we design a secure multi-party computation (MPC) protocol to protect the data privacy via random projection. By leveraging the distance preserving properties residing in random projection, we propose a privacy-preserving principal component analysis (PCA)-based recognition approach over the random projection domain to achieve content matching while respecting the data privacy. To facilitate the efficiency, we implement our system under the compressive sensing (CS) framework. Due to the compression effect of CS, the proposed cloud service can achieve remarkable reduction on the computation and communication complexity of the content matching process. Theoretical analysis and experimental results both show that our system can achieve privacy assurance and acceptable recognition performance, while with high efficiency.
                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· This paper discusses about the challenges, advantages and shortcomings of existing solutions in data security and privacy in public cloud computing. 
· Data security and privacy issues in cloud exist during the data life cycle from generation, transfer, use, share, storage, archival until destruction.
· The corruption of single piece of data would lead to the corruption of the entire file, additional backups are needed. Tradeoff between confidentiality and availability exists.
· This paper focuses on the data storage and computation security and privacy. Different methods are compared, problems and advantages with the existing methods are discussed. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Complex encryption algorithms are not friendly resources-limited users, so it is a practical problem to ensure that they can operate on their own devices. 
· To solve this problem, the concept of revocable storage is proposed, which support both key revocation and ciphertext update.
· Policy-compacting fundamentally solves the problem of ciphertext redundancy caused by the large scale of policy, which is of great significance to improve the performance of Abe scheme.
· In order to solve this problem, the combination of ABE and IBE  can not only obtain fine-grained access control, but also reduce the computation and communication cost during decrypting prase. 
2.2. PROPOSED SYSTEM 
· A data security and privacy enabled multi-cloud architecture is proposed.
· The splitting algorithm proposed is not efficient, instead dynamic programming could be used. 
· In, a Trusted Cloud Computing Platform (TCCP) based on trusted computing is proposed to protect confidentiality and integrity. 
· A hierarchical multi-cloud architecture with a common preprocessing API and local database to deal with anonymization, authentication, processing data with different operations and secret level is proposed.
· The proposed architecture could provide various security methods according to the data type and usage to reduce the complexity by calling a common API.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Due to the high performance, scalable and reliable datacenters of the cloud, many of the smart city applications and services will be hosted in the Cloud.
· Cloud is not only the destination of workload, but also provides efficient operation practice, which makes enterprises have higher agility and flexibility.
· The advantages of cloud storage include unlimited data storage space, convenient, safe and efficient file accessibility and offsite backup, and low cost of use.
· ABE allows the data owner to use the user’s attributes as a medium to specify the legitimate users, and obtains high-efficiency fine-grained access control functionality. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Simultaneous hardcore bits and cryptography against memory attacks
	A. Akavia, S. Goldwasser, and V. Vaikuntanathan, 
	 A particularly devastating side-channel attack against cryptosystems, termed the “memory attack”, was proposed recently.

	Provable data possession at untrusted stores
	G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, and D. Song, 
	The challenge/response protocol transmits a small, constant amount of data, which minimizes network communication.

	Attribute-Based Encryption Supporting Direct/Indirect Revocation Modes
	N. Attrapadung and H. Imai, 
	Attribute-based encryption (ABE) enables an access control mechanism over encrypted data by specifying access policies among private keys and ciphertexts. 

	Public Key Encryption with Keyword Search Revisited
	J. Baek, R. Safavi-Naini , and W. Susilo, 
	We point out the inefficiency of the original PEKS scheme due to the use of the secure channel.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we give a detail survey on data security and privacy preservation in cloud storage system. First of all, from the outstanding performance of cloud in the digital economy, enterprise digital transformation, Internet of things and other fields, we confirm that cloud computing and cloud storage will still be the mainstream. We first analyze eight elements of data security in cloud storage system: data confidentiality, data integrity, data availability, fine-grained access control, secure data sharing in dynamic group, leakageresistant, complete data deletion and privacy protection. Next, we introduce the encryption principles of IBE, ABE, homomorphic encryption, searchable encryption and the research direction of new encryption models. Data encryption technologies and protection methods are summarized. These correspond to the mentioned security requirements. Finally, we put forward some several open research topics of data security for cloud storage. 
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