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ABSTRACT
Passwords are pervasively used to authenticate users' identities in mobile apps. To secure passwords against attacks, protection is applied to the password authentication protocol (PAP). The implementation of the protection scheme becomes an important factor in protecting PAP against attacks. We focus on two basic protection in Android, i.e., SSL/TLS-based PAP and timestamp-based PAP. Previously, we proposed an automated tool, GLACIATE, to detect authentication flaws. We were curious whether orchestration (i.e., involving manual-effort) works better than automation. To answer this question, we propose an orchestrated approach, AUTH-EYE in this paper and compare its effectiveness GLACIATE. We study requirements for correct implementation of PAP and then apply GLACIATE to identify protection enhancements automatically. Through dependency analysis, GLACIATE matches the implementations against the abstracted flaws to recognise defective apps. To evaluate AUTH-EYE, we collected 1,200 Android apps from Google Play. We compared AUTH-EYE with the automation tool, GLACIATE, and two other orchestration tools, MalloDroid and SMV-Hunter. The results demonstrated that orchestration tools detect flaws more precisely although F1 of GLACIATE is higher than AUTH-EYE. Further analysis of the results reveals that highly popular apps and e-commerce apps are not more secure than other apps.
      
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We also report the percentage of code that is dynamically loaded by apps by examining the API calls that exist in the dynamic traces but not in the apk.
· The larger the number of estimators, the longer the time taken to train and classify samples but the better the classifier. 
· Although, beyond a certain number of estimators, there exists no significant increase in the prediction results of the classifier. 
· The existence of both SEND SMS permission and the android.Hardware.telephony component in an app might indicate an attempt to send premium SMS messages, and this combination can eventually constitute a detection pattern. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· To address the issue of GLACIATE, we construct an orchestrated approach, AUTHEXPLOIT, to by using expert predefined templates (human expert is involved).
· However, an interesting issue is whether machine learning techniques are “smarter” than humans in generating such patterns.
· The above detection approaches which use machine learning/data mining have the desirable property of working automatically and we investigated their application to our problem.
· Our observations show that the main difficulties in using these approaches for our problem is the question of how to filter the useful features and how to build a model accurately from limited data. 
2.2. PROPOSED SYSTEM 
· A survey of other proposed solutions to detecting and fixing the SSL vulnerabilities, and general SSL usage in Android apps, readers can see and  respectively. 
· The research community has proposed a number of techniques to detect and block malware based on either static or dynamic analysis.
· In particular, a few approaches have been recently proposed aiming to improve accuracy of malware detection.
· We propose abstracting the API calls and evaluate how our system performs using datasets spanning several years.
· Recall that in the browser context, the lock icon informs users that their connection is secure and that extensive research has analyzed (and proposed improvements to) SSL warnings.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· To evaluate the performance of AUTHEXPLOIT, we generated an evaluation matrix of Precision, Recall, and F1 metrics.
·  As GLACIATE relies on agglomerative hierarchical clustering to learn flaw patterns automatically, we used 10-fold cross validation to evaluate the performance.
· However, the detection performance relies on how well user inputs are created, and some vulnerabilities cannot be identified since they are not triggered by the MTIM attacks. 
· According to the results generated by GLACIATE, we were interested in whether the performance can be improved by involving the manual effort (i.e., orchestration approach).
· Orchestration approaches might be inefficient because of the involvement of manual efforts. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Checkdroid: a tool for automated detection of bad practices in android applications using taint analysis
	S. Yovine and G. Winniczuk, 
	This work presents CheckDroid, a tool towards automatically detecting bad patterns early in the development cycle.

	Password authentication with insecure communication
	L. Lamport, 
	Password authentication is one of the simplest and the most convenient authentication mechanisms over insecure networks.

	Comparing passwords, tokens, and biometrics for user authentication
	L. O’Gorman, 
	This paper examines passwords, security tokens, and biometrics-which we collectively call authenticators-and compares these authenticators and their combinations.

	A study of ssl proxy attacks on android and ios mobile applications
	J. Hubbard, K. Weimer, and Y. Chen, 
	These non-browser based applications seem to, in the absence of a standard way of alerting a user of an SSL error, accept any certificate presented to it.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility


2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005


CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we studied the detection effectiveness of two detection schemes, orchestration and automation, while exploring authentication flaws in Android apps. According to the results generated by GLACIATE, we were interested in whether the performance can be improved by involving the manual effort (i.e., orchestration approach). Targeting on the authentication flaws in Android apps, i.e., Flaw 1 — plain password transmission, Flaw 2 — insufficient SSL/TLS validation and Flaw 3 — incomplete timestamp format, we manually created several detection templates and then built an orchestration tool, AUTHEXPLOIT, to detect these flaws. We assessed the effectiveness of AUTHEXPLOIT by applying it to 1,200 real world Android apps and then compared it with GLACIATE, and other two orchestration tools, MalloDroid, and SMV-Hunter. The results indicated that AUTHEXPLOIT if more accurate than GLACIATE with a higher Precision. However, GLACIATE performed the best when we consider the entire performance. While only comparing the orchestration tools, AUTHEXPLOIT performed better than both MalloDroid and SMV-Hunter. To gain a further insight, we focused on paid apps, popular apps and different app categories. Through statistic analysis, we analyzed whether these factors affect the implementation correctness of the password authentication protocol significantly. The results proved that there are no correlations between these features and the implementation correctness. 
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