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A Hybrid Deep Network Framework for Android Malware Detection







ABSTRACT
Andriod malware poses a serious threat to users privacy, money, equipment and file integrity. A series of data-driven malware detection methods were proposed. However, there exist two key challenges for these methods: (1) how to learn effective feature representation from raw data; (2) how to reduce the dependence on the prior knowledge or human labors in feature learning. Inspired by the success of deep learning methods in the feature representation learning community, we propose a malware detection framework which starts with learning rich-features by a novel unsupervised feature learning algorithm Merged Sparse Auto-Encoder (MSAE). In order to extract more compact and discriminative feature from the rich-features to further boost the malware detection capability, a hybrid deep network learning algorithm Stacked Hybrid Learning MSAE and SDAE (SHLMD) is established by further incorporating a classical deep learning method Stacked Denoising Auto-encoders (SDAE). After that, we feed the feature learned by MSAE and SHLMD respectively to classification algorithms to train a malware detection model. Evaluation results on two real-world datasets demonstrate that SHLMD achieves 94.46% and 90.57% accuracy respectively, which outperforms the classical unsupervised feature representation learning Sparse Auto-encoder (SAE).

   
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We further enumerated current issues of the existing works from various aspects and provided recommendations based on findings to support further research in this domain.
· The variants of the existing malicious/benign applications could be deployed as new Android malware samples, which is an effective way to attack mobile users and evade detection systems, causing the rapid growth of the scale of malware.
· Most of these existing studies are immersed in the improvement of malware detection performance by employing various advanced deep learning approaches and prove the proposed models surpass other algorithms on their own training data. 
· One of these is that it is quite difficult to define a robust malicious feature list by humans’ experience or feature selection approaches based on the existing training data. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Traditional detection methods of manual analysis and signature matching have exposed some problems, such as slow detection speed and low accuracy.
· The traditional RNN has the problem of disappearing gradients, which is especially serious when the time series is long. 
· In order to solve the problems in the gradient descent method, an improved method mini-batch gradient descent is proposed, which can reduce the fluctuation of parameter update and finally get better results and more stable convergence.
· As more and more Android malware avoid static detection through techniques such as repackaging and code obfuscation, dynamic analysis methods based on behavioral characteristics can solve this problem well. 
2.2. PROPOSED SYSTEM 
· In their approach, the proposed siamese network includes two identical and weight-sharing MLP networks but with opposite loss functions.
· Compared with n-grams requiring exhaustive enumeration, the proposed CNN-based model without hand-engineered features was proven much more computationally efficient with less time cost and less computational resources.
· The proposed LSTM based malware detection architecture consisted of four LSTM layers and one classification layer, where the first three LSTM layers were pre-trained in an unsupervised manner without random initialization.
· The proposed tool can implement the perturbations onto the source files (eg., classes.dex) at the semantic level automatically, and then rebuild the modified APK.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Deep learning demonstrated excellent performance in image recognition, so malware can be converted into images, and then deep learning algorithms are used for training and detection.
· The advantage of using the DBN is that the learning speed of static features of Android applications is faster and the performance is better.
· A large batch_size can reduce training time and improve stability, but as batch_size increases, the performance of the model will decrease.
· Due to the limited computing resources of mobile devices, and the fact that deep learning is a compute-intensive task, the Android malware detection model proposed in this paper is suitable for running on high-performance computers. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	The Android malware static analysis: techniques, limitations, and open challenges
	K. Bakour, H. M. Nver, and R. Ghanem, 
	This paper aims to explain static analysis techniques in detail, and to highlight the weaknesses and challenges which face it.

	RoughDroid: operative scheme for functional android malware detection
	K. Riad and L. Ke, 
	These malicious applications have the ability to link the malware referred to as Dresscode created for network hacking as well as scrolling information.

	APK Auditor: permission-based Android malware detection system
	K. A. Talha, D. I. Alper, and C. Aydin, 
	This paper presents a permission-based Android malware detection system, APK Auditor that uses static analysis to characterize and classify Android applications as benign or malicious.

	WHYPER: towards automating risk assessment of mobile applications
	P. Rahul, X. Xiao, W. Yang, W. Enck, and T. Xie, 
	We present WHY-PER, a framework using Natural Language Processing (NLP) techniques to identify sentences that describe the need for a given permission in an application description.






2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    Due to the widespread use of obfuscation techniques in malware, the effect of traditional detection methods is greatly affected. +is paper combines dynamic analysis technology and static analysis technology for Android malware detection and builds a hybrid deep learning model based on DBN and GRU. In order to deal with the obfuscation technology, new static features with strong anti obfuscation capabilities are added, and the dynamic features of the application software at runtime are extracted to enrich the Android malware feature set. According to the different characteristics of static features and dynamic features, a hybrid deep learning model with DBN and GRU is used for learning, and the detection effect of this model is verified through comparative experiments. 
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