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ABSTRACT
In medical field, previous patients' cases are extremely private as well as intensely valuable to current disease diagnosis. Therefore, how to make full use of precious cases while not leaking out patients' privacy is a leading and promising work especially in future privacy-preserving intelligent medical period. In this paper, we investigate how to securely invoke patients' records from past case-database while protecting the privacy of both current diagnosed patient and the case-database and construct a privacy-preserving medical record searching scheme based on ElGamal Blind Signature. In our scheme, by blinded the healthy data of the patient and the database of the intelligent doctor respectively, the patient can securely make self-helped medical diagnosis by invoking past case-database and securely comparing the blinded abstracts of current data and previous records. Moreover, the patient can obtain target searching information intelligently at the same time he knows whether the abstracts match or not instead of obtaining it after matching. It greatly increases the timeliness of information acquisition and meets high-speed information sharing requirements especially in 5G era. What's more, our proposed scheme achieves bilateral security, that is, whether the abstracts match or not, both of the privacy of the case-database and the private information of the current patient are well protected. Besides, it resists different levels of violent ergodic attacks by adjusting the number of zeros in a bit string according to different security requirements.                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In the existing schemes, encrypted data and a corresponding secret key protected in a digital envelope are usually combined together and sent to the authorized receivers.
· Although these schemes provide secure storage and finegrained access control in cloud, there are still some problems existing in the systems, such as how to prevent internal malicious attacks and cloud server crashes.
· For overcoming the challenges existing in security, this paper has come out with a privacy-preserving technique with significant data extraction from IoT devices linked with healthcare sector. 
· In smart healthcare, for privacy preserving, not only user’s IoT data but also doctor’s diagnosis should be protected. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· These security and privacy problems of medical data could result from a delay in treatment progress, even endangering the patient’s life.
· However, adopting blockchain in the context of IoT is not straightforward and entails several problems such as demands of high computational power to solve PoW, low scalability and long latency for transaction confirmation over the network.
· Using such decentralized systems, we can also eliminate the single point of failure or information delay problems.
· However, the inability to delete or change information from blocks makes blockchain technology the best technology for the healthcare system and could prevent these issues. 
2.2. PROPOSED SYSTEM 
· The objective of the proposed scheme is to minimize hiding failure rate, modification degree, and true positive value for better preservation of sensitive data. 
· In order to reduce the storage cost in cloud servers, in, they further proposed an effective solution to allow cloud servers to remove duplicate data and reduce storage costs.
· Block chain has been originally proposed for constructing a public distributed ledger for all transactions in Bitcoin 
· In this paper, we proposed a privacy-preserving scheme (Health chain) for fine-grained access control of largescale health data based on blockchain. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The main concern in RPM systems is the secure and efficient transmission of the medical data.
· This paper takes an initial look at a blockchain-based IoT model glimpsing into an advanced security and privacy model to be used in any current IoT-based remote monitoring system.
· We use the variable name ksym for the private key or symmetric key in our algorithms, and the same key will be used for encryption and decryption on both side of the transmission.
· This paper contributes an efficient data preservation policy in healthcare sector connected with IoT.
· A new multi-layer cloud design was introduced to facilitate efficient and faultless interoperations on heterogeneous services offered by diverse retailers in IoT- dependent smart home.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Lightweight Ring Signatures for Decentralized Privacy-preserving Transactions
	Malina, L.; Hajny, J.; Dzurenda, P.; Ricci, S. 
	This work focuses on advanced cryptographic solutions based on ring signatures that provide anonymity to payment senders or to voters during e-voting.

	Blockchain technology in healthcare: The revolution starts here
	Mettler, M. 
	Blockchain technology has shown its considerable adaptability in recent years as a variety of market sectors sought ways of incorporating its abilities into their operations.

	Blockchain for IoT security and privacy: The case study of a smart home
	Dorri, A.; Kanhere, S.S.; Jurdak, R.; Gauravaram, P. 
	Internet of Things (IoT) security and privacy remain a major challenge, mainly due to the massive scale and distributed nature of IoT networks.

	A Secure System For Pervasive Social Network-Based Healthcare
	Zhang, J.; Xue, N.; Huang, X. 
	Modern technologies of mobile computing and wireless sensing prompt the concept of pervasive social network (PSN)-based healthcare.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    IoT privacy and security is one of the most significant issues nowadays in academia and industry. Due to resource constraint factor of IoT, existing security solutions are not well suited. Our proposed architecture provides a solution to most of the security and privacy threats while considering the resource constraint factor of IoT. In this paper, we introduced a novel hybrid approach that combines the advantages of the private key, public key, blockchain and many other lightweight cryptographic primitives to develop a patient-centric access control for electronic medical records, capable of providing security and privacy. We also raise open questions to reduce various attacks such as DoS, modification attacks etc. However, resource-constraints of IoT are key challenges towards answering such problems or seizures. 
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