15









Federated Tensor Decomposition-Based Feature Extraction Approach for Industrial IoT






ABSTRACT
Data in modern industrial applications and data science presents multidimensional progressively, the dimension and the structural complexity of these data are becoming extremely high, which renders existing data analysis methods and machine learning algorithms inadequate to the extent. In addition, high-dimensional data in actual scenarios often share some common latent components and patterns, it is necessary and significant to analyze such data in an associative manner, rather than treating them independently. Considering the problem of data islands and data privacy that is prevalent in the industry. In this paper, we propose the first joint orthogonal iterative algorithm (J-HOOI) for simultaneous tensor decomposition and federated tensor decomposition model (FTD) for feature extraction and dimension reduction of high-dimensional industrial data under the federated learning framework. Moreover, we also develop a secure federated computation process based on the joint orthogonal iteration method (J-HOOI). Using this method, multiple participants iteratively calculate the local factor matrices and transfer the local information to the parameter server, which aggregates the local information to generate the globally updated factor matrices. Finally, each client generates globally compressed features by projecting local data onto these common potential spaces. We have demonstrated with real-world industrial data that our approach is similar to a centralized training model in decomposition accuracy and classification accuracy while respecting privacy.                            
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Existing IoT vehicular systems are based on centralization of data in which each vehicle uploads its data to a central cloud which puts a limit on amount on data being shared as there is a risk of data leakage.
· Storing QoI indicators along with existing industry metadata of participating organizations can further enhance the ability to build and update appropriate FL models.
· However, existing security mechanisms do not focus on designing the effective framework and blockchain’s reliability issue. 
· The revised FL model and the implemented adversarial learning loss function, the proposed strategy can metabolise DNNs to successfully handle existing adversarial threats while guaranteeing privacy protection among various IIoT devices. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· An FL-empowered task offloading problem with mobile edge computing (MEC) has been also analyzed in.
· To be clear, each client selects a learning strategy for solving its local sub-problem to ensure desired accuracy with lowest participation costs, while the central server builds a utility function by averaging local updates to offer reward to the clients.
· The potential of FL has been investigated in solving distributed binary supervised classification problems to estimate hospitalizations for cardiac events.
· FL can help solve these problems by allocating intelligence to robotic devices, instead of relying on a remote server for data processing. 
2.2. PROPOSED SYSTEM 
· A cross domain sharing based scheduling scheme was proposed for providing edge services with higher intelligence.
· An optimization technique using particle swarm optimization (PSO) and FL is proposed in focusing on the hyper-parameter tuning for the DL models that are available locally in the smart city applications.
· This work proposed a model which used distributed and hierarchical FL for offering optimized resource communication and robustness.
· This work proposed a novel deep federated reinforcement learning (DFRL) scheme for providing dynamic resource allocation and network management for the IIoT networks.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· The federation of mobile devices helps eliminate the need for a centralized data processing architecture, instead of performing data training locally using their own dataset without degrading learning performances and compromising user privacy values.
· Based on the proposed FL scheme, the offloading performance can be improved in terms of better accuracy compared to the heterogeneity-unaware equal task allocation approach.
· Implementation results indicate a good performance in terms of high accuracy without much testing loss for unlabeled smart city data. 
· Moreover, by cooperating data centers over different urban areas, the prediction model can achieve a high learning performance with better accuracy rate, compared to centralized learning solutions at a single server. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	A Survey on Internet of Things: Architecture, Enabling Technologies, Security and Privacy, and Applications
	J. Lin, W. Yu, N. Zhang, X. Yang, H. Zhang, and W. Zhao, 
	To investigate the fog/edge computing-based IoT, this  paper also investigate the relationship between IoT and fog/edge computing, and discuss issues in fog/edge computing-based IoT.

	Enabling Cognitive Smart Cities Using Big Data and Machine Learning: Approaches and Challenges
	M. Mohammadi and A. Al-Fuqaha, 
	The framework utilizes a mix of labeled and unlabeled data to converge toward better control policies instead of wasting the unlabeled data.

	Application of Machine Learning in Wireless Networks: Key Techniques and Open Issues
	Y. Sun, M. Peng, Y. Zhou, Y. Huang, and S. Mao, 
	Traditional approaches are also summarized together with their performance comparison with ML based approaches, based on which the motivations of surveyed literatures to adopt ML are clarified.

	Security for the Internet of Things: A Survey of Existing Protocols and Open Research Issues
	J. Granjal, E. Monteiro, and J. Sa Silva, 
	This survey analyzes existing protocols and mechanisms to secure communications in the IoT, as well as open research issues.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     FL is an emerging distributed AI approach that has sparked great interest to realize privacy-enhancing and scalable IoT services and applications. In this article, we have explored the opportunities brought by FL to facilitate IoT networks through a state-of-the-art survey and extensive discussions based on the emerging studies in the field. This work is motivated by the lack of a comprehensive survey on the use of FL in IoT. To bridge this gap, we have first introduced the recent advances in FL and IoT and provided insights into their integration. We have then provided an updated survey on the application of FL in key IoT services, namely IoT data sharing, data offloading and caching, attack detection, localization, mobile crowd sensing, and IoT privacy and security. Subsequently, we have paid an attention to the discussion of latest developments of the integrated FL-IoT applications in various significant usecase domains, including smart healthcare, smart transportation, UAVs, smart city, and smart industry. From the extensive survey, several main lessons learned have been also summarized and analyzed. Finally, we have identified a few key research challenges and possible directions for further investigation. We believe that this article will stimulate more attention in this emerging area, and encourages more research efforts toward the full realization of FL-IoT. 
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