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ABSTRACT
A sharded blockchain with the Proof-of-Stake (PoS) consensus protocol has advantages in increasing throughput and reducing energy consumption, enabling the resource-limited participants to manage transactions and in a decentralized way and obtain rewards at a lower cost, e.g., Internet-of-Things (IoT) users. However, the latest PoS (e.g., Casper) requires a steep security deposit, which is the key to provide more robust security guarantees than Proof of Work, but not practical for the owners of heterogeneous IoT devices. This article considers any individual and institute who owns the IoT devices as the potential participant and focuses on designing the proper security deposits in a practical scenario with hidden information and hidden action. To bridge blockchain and the IoT users, we study the problem of balancing the security incentive and the economic incentive under two cases: 1) stake oriented and 2) effort oriented. We propose two joint models under the contract theory framework to efficiently address the problems: 1) joint adverse selection and moral hazard and 2) joint adverse selection and tournament. Both optimal contracts can provide a maximized profit for blockchain. The optimal rewards and security deposits for different types of participants can be determined accordingly. Simulations indicate that the proposed models can overcome asymmetric information and offer feasible contracts. Moreover, it demonstrates that both joint models can provide an economic incentive for the participants without reducing security incentives for the sharded blockchain.          
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Sensors collects data and transmits it to cloud services for storage and processing and existing enterprises will not have enough capacity to handle such data. 
· Although Big Data creates challenges for existing database management system because they are made to apply to only structured data and cannot handle semi-structured or unstructured data from IoT devices. 
· One way to cope with this would be to implement IoT technology but many barriers for this currently exist.
· Both blockchain and IoT are relatively new research areas with little existing research, which supports the use of a qualitative inductive method. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The dual blockchain approach counters the counterfeit and clone problems, enhances the reliability and usability of the supply chain, and ensures authenticity of edge devices.
· One out-of-place humidity value sensor may raise suspicion but when most of the recent values are abnormal, it may indicate problems with the environment, the sensor, or data submission process. 
· However, security issues in IoT systems have not been fully addressed in the rapid development of the concept/technology.
· They listed the limited capabilities, high transaction costs, and in certain cases privacy requirements for the data as main issues in integration of blockchain in IoT. 
2.2. PROPOSED SYSTEM 
· In the BFT-style PoS validators are also randomly assigned the power to propose blocks but the selection is a voting process among the other validators.
· Eventual consistency is a consistency model proposed for distributed computing systems by seeking a tradeoff between availability and consistency.
· This protocol proposed a corruption delay mechanism for ensuring security, i.e., robustness under sporadic participation and security in the presence of posterior corruption of past committee members.
· Among the anonymous signature schemes, group signature and ring signature were proposed earlier and are the two most important and typical anonymous signature schemes.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· They investigated the factors that affect the adoption of blockchain in supply chain including scalability, performance, consensus mechanism, privacy considerations, location proof and cost. 
· We propose a method to store encoded data from several sensors for more efficient storage and examine the cost when storing data from several IoT sensors on the Ethereum blockchain using three methods.
· The agents manipulate the blockchain through smart contracts creating a transparent and efficient market of electricity in which the peers trade electricity directly between themselves.
· In their work, they made use of queuing theory and non-linear closed control loop to determine when an IoT device should send data to be stored in the blockchain so the mining process is more efficient. 
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	             TITLE
	            AUTHORS
	     DESCRIPTION

	On blockchain and its integration with IoT. Challenges and opportunities
	Reyna, A.; Martín, C.; Chen, J.; Soler, E.; Díaz, M.
	Blockchain has emerged as a key technology that will transform the way in which we share information.

	A blockchain-based data usage auditing architecture with enhanced privacy and availability
	Kaaniche, N.; Laurent, M. 
	This increased the number of reported incidents of security breaches compromising users' privacy, where third parties massively collect, process and manage users' personal data. 

	Smart contract-based review system for an IoT data marketplace
	Park, J.S.; Youn, T.Y.; Kim, H.B.; Rhee, K.H.; Shin, S.U. 
	The traditional server-client review systems have many drawbacks, such as security vulnerability or server administrator’s malicious behavior.

	A review and an empirical analysis of privacy policy and notices for consumer Internet of things
	Perez, A.J.; Zeadally, S.; Cochran, J. 
	IoT is a term that encompasses the development of cyber-physical systems (CPS) that collect, share data and perform actions on some type of physical process while connected to the Internet.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE



[image: C:\Users\ELCOT-Lenovo\Desktop\pic1.png]

                                          
  
                         

                 
CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
     Blockchain is a developing technology that provides much desired security mechanisms such as integrity, authenticity, availability, and fault tolerance although at some cost. Blockchain is not suited for all scenarios but there are many cases where benefits may outweigh the cost. IoT is an area where developments are rapid but many challenges remain, especially with respect to security. Utilizing blockchain technology for challenges in IoT is an active area of research. More research that addresses the cost, in particular ways to minimize the cost of using blockchain for IoT, need to be conducted. Considering the amount of data generated by IoT devices, efficient representations of data that enable more manipulations via smart contracts at smaller costs should be studied. More functional smart contracts that can do some analysis on the data and provide alerts (for example light a led) when data is out of range, efficient ways to carry out these operations, and the cost analysis of such smart contracts could enable more practical applications of blockchain technology in IoT. 
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