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ABSTRACT
As 5G and mobile computing are growing rapidly, deep learning services in the Social Computing and Social Internet of Things (IoT) have enriched our lives over the past few years. Mobile devices and IoT devices with computing capabilities can join social computing anytime and anywhere. Federated learning allows for the full use of decentralized training devices without the need for raw data, providing convenience in breaking data silos further and delivering more precise services. However, the various attacks illustrate that the current training process of federal learning is still threatened by disclosures at both the data and content levels. In this paper, we propose a new hybrid privacy-preserving method for federal learning to meet the challenges above. First, we employ an advanced function encryption algorithm that not only protects the characteristics of the data uploaded by each client, but also protects the weight of each participant in the weighted summation procedure. By designing local Bayesian differential privacy, the noise mechanism can effectively improve the adaptability of different distributed data sets. In addition, we also use Sparse Differential Gradient to improve the transmission and storage efficiency in federal learning training. Experiments show the efficacy and efficiency of our proposed scheme.


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The Mobile Crowdsensing network uses the user’s existing equipment for sensing, therefore the sensing data is possibly neither accurate nor reliable.
· Dedicated sensing systems often lead to high expenditures for initial deployment and recurring costs for maintenance, whereas when sensors are not dedicated, it becomes possible to eliminate these upfront costs through using the participant’s pre-existing devices.
· The challenges for Mobile Crowdsensing is the process of recruiting users and incentivizing users 
· The overhead cost of redeploying existing dedicated sensors and manufacturing cost of producing dedicated sensors with higher processing capabilities would be expensive and inefficient.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· To address aforementioned security and privacy issues, we adopt blockchain and differential privacy.
· Moreover, FL has attracted substantial attention recently, and one of the most important issues in FL is privacy protection, which is explored in.
· We evaluate the impacts of incentive mechanism on customers’ reward and reputation.
· To avoid the data deficiency problem as well as maintain the machine learning model’s accuracy and performance, a decentralized approach of conducting machine learning, federated learning (FL), is proposed; that is, data are distributed and scattered among different users, and no such a single node stores the whole dataset. 
2.2. PROPOSED SYSTEM 
· Many studies have been proposed based on this incentive mechanism, such as using game theory to explore user habits and preferences, and evaluating and improving the relevance of online search engines.
· FedGRU was proposed in or small-scale Federated Learning applications, specifically in joint traffic control where private information is often not shared between organizations.
· Reputation models have been proposed by to ensure reliability and trustworthiness of mobile devices.
· Although these issues are mitigated through various proposed methods, they have not been eliminated completely.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Blockchain and federated learning (FL) techniques have been widely used in training a neural network with distributed data.
· There are many studies focusing on privacy preserving crowd sourcing, and leveraging fog computing or edge computing to improve the performance as they have gained popularity.
· Therefore, we leverage the MNIST dataset which has been used for testing the performance of the IoT system by.
· Our system considers home appliances of the same brand in a family as a unit, and a mobile phone is used to collect data from home appliances periodically and train the machine learning model locally.
· The Laplace mechanism of can be used to ensure differential privacy by adding independent zero-mean Laplace noise with scale λ to each dimension of the output.
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	When edge meets learning: Adaptive control for resourceconstrained distributed machine learning
	S. Wang, T. Tuor, T. Salonidis, K. K. Leung, C. Makaya, T. He, and K. Chan, 
	Emerging technologies and applications including Internet of Things (IoT), social networking, and crowd-sourcing generate large amounts of data at the network edge.

	Exploiting unintended feature leakage in collaborative learning
	L. Melis, C. Song, E. De Cristofaro, and V. Shmatikov, 
	We demonstrate that these updates leak unintended information about participants’ training data and develop passive and active inference attacks to exploit this leakage.

	Deep models under the GAN: information leakage from collaborative deep learning
	B. Hitaj, G. Ateniese, and F. Perez-Cruz, 
	Its success is due to a combination of recent algorithmic breakthroughs, increasingly powerful computers, and access to significant amounts of data.

	Mitigating sybils in federated learning poisoning
	C. Fung, C. J. Yoon, and I. Beschastnikh, 
	This provides a basic level of privacy and allows clients to compute their model updates locally and independently.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
      In this paper, we present a design of blockchain-based crowdsourcing FL system for IoT devices manufacturers to learn customers better. We use multiple state-of-the-art technologies to construct the system, including the mobile edge computing server, blockchain, distributed storage, and federated learning. Besides, our system enforces differential privacy to protect the privacy of customers’ data. To improve the accuracy of FL model, we design a new normalization technique which is proved to outperform the batch normalization if features’ privacy is protected by differential privacy. By designing a proper incentive mechanism for the crowdsourcing task, customers are more likely to participate in the crowdsourcing tasks. The blockchain will audit all customers’ updates during the federated training, so that the system can hold the model updates accountable to prevent malicious customers or manufacturers. 
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