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ABSTRACT
This work enables mobile user authentication via finger inputs on ubiquitous surfaces leveraging low-cost physical vibration. The system we proposed extends finger-input authentication beyond touch screens to any solid surface for IoT devices (e.g., smart access systems and IoT appliances). Unlike passcode or biometrics-based solutions, it integrates passcode, behavioral and physiological characteristics, and surface dependency together to provide a low-cost, tangible and enhanced security solution. The proposed system builds upon a touch sensing technique with vibration signals that can operate on surfaces constructed from a broad range of materials. New algorithms are developed to discriminate fine-grained finger inputs and supports three independent passcode secrets including PIN number, lock pattern, and simple gestures by extracting unique features in the frequency domain to capture both behavioral and physiological characteristics including contacting area, touching force, and etc. The system is implemented using a single pair of low-cost portable vibration motor and receiver that can be easily attached to any surface (e.g., a door panel, a stovetop or an appliance). Extensive experiments demonstrate that our system can authenticate users with high accuracy (e.g., over 97% within two trials), low false positive rate (e.g., less 2%) and is robust to various types of attacks.
         
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Many existing authentication approaches require active input from the user or specialized sensing hardware, and studies on mobile device usage show significant interest in less inconvenient procedures.
· Existing solutions in the market are typically considered effective and fast, but do have some limitations regarding ease of use.
· We designed EchoLock as a fast and low effort user authentication scheme using existing hardware components to detect and process structure-borne sound waves.
· Existing studies propose to leverage the difference between the propagation speed of the structure-borne signal and that of the airborne signal to separate them. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Many devices, however, exhibit considerable attenuation problems when transmitting frequencies exceeding 20kHz due to hardware imperfections in onboard speakers.
· Pressure from the hand applied to the device has a unique and observable impact on structure-borne sound propagation.
· We find simple learning-based algorithms (i.e., SVM and LDA) are sufficient to robustly identify the user considering various impact factors.
· We also investigate the impact of accessories that may transform the properties of the user’s hand or device structure, such as gloves or smartphone cases. 
· Therefore, the value of δ directly influences the training data selection and further impacts the performance of TouchPass.
2.2. PROPOSED SYSTEM 
· The proposed system does not require any input from the user and is non-invasive by utilizing a inaudible frequencies.
· Graph-based authentication, such as lock patterns and image-based authentications , are proposed to ease the mental burden. 
· Our proposed technique does not depend on personally identifiable information, active user inputs, long input time, or specialized hardware.
· We have proposed EchoLock, an inexpensive, nonintrusive, and lightweight identification protocol deployable on commodity mobile devices or smart IoT devices.
· We propose EchoLock, an original and inexpensive technique capable of secure, fast, and loweffort user identification utilizing only commodity speakers and microphones.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· We then evaluate the performance of TouchPass under different behavioral biometrics, including touching positions, touching forces and supports for smartphones.
· A larger registration data size usually improve the performance of the system, but leads to tedious finger work.
· We evaluate the performance of TouchPass under different sampling rates of IMU sensors on smartphones. The authentication accuracy of TouchPass under different sampling rates.
· TouchPass actively generates vibration signals to authenticate users, the strength of vibration signals could impact the authentication performance.
· Then, by checking the duration of collected vibration signal, TouchPass can resist the advanced replay attack, while keep the performance of user authentication. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Silentsense: silent user identification via touch and movement behavioral biometrics
	C. Bo, L. Zhang, X.-Y. Li, Q. Huang, and Y. Wang. 
	When using the smartphone, the unique operating dynamics of the user is detected and learnt by collecting the sensor data and touch events silently.

	Vitype: A cost efficient on-body typing system through vibration
	W. Chen, M. Guan, Y. Huang, L. Wang, R. Ruby, W. Hu, and K. Wu. 
	The average recognition accuracy is 94.8% with an initial training sample size of 20 for each key, which is 1.52 times higher than the state-of-the-art on-body typing system.

	Taprint: Secure text input for commodity smart wristbands
	W. C. Chen, L. Chen, Y. Huang, X. Zhang, et al. 
	Smart wristband has become a dominant device in the wearable ecosystem, providing versatile functions such as fitness tracking, mobile payment, and transport ticketing.

	Learning a similarity metric discriminatively, with application to face verification
	S. Chopra, R. Hadsell, Y. LeCun, et al. 
	The mapping from raw to the target space is a convolutional network whose architecture is designed for robustness to geometric distortions.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005






















CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this paper, we propose a behavior-irrelevant on-touch user authentication system on smartphones, TouchPass, which leverages active vibration signals to extract physical characters of touching fingers for identifying individuals. TouchPass first extracts features that mix physical characters of touching fingers and behavioral biometrics of touching from active vibration signals. Then, a Siamese network-based architecture is designed to reconstruct the extracted features to behavior-irrelevant features, and a behavior-irrelevant user authentication model is further built leveraging knowledge distillation. Our extensive experiments demonstrate that TouchPass can accurately authenticate users and defend various attacks. 
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