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ABSTRACT
Recent research has shown that large-scale Internet of Things (IoT)-based load altering attacks can have a serious impact on power grid operations such as causing unsafe frequency excursions and destabilizing the grid’s control loops. In this work, we present an analytical framework to investigate the impact of IoT-based static/dynamic load altering attacks (S/DLAAs) on the power grid’s dynamic response. Existing work on this topic has mainly relied on numerical simulations and, to date, there is no analytical framework to identify the victim nodes from which that attacker can launch the most impactful attacks. To address these shortcomings, we use results from secondorder dynamical systems to analyze the power grid frequency control loop under S/DLAAs. We use parametric sensitivity of the system’s eigensolutions to identify victim nodes that correspond to the least-effort destabilizing DLAAs. Further, to analyze the SLAAs, we present closed-form expression for the system’s frequency response in terms of the attacker’s inputs, helping us characterize the minimum load change required to cause unsafe frequency excursions. Using these results, we formulate the defense against S/DLAAs as a linear programming problem in which we determine the minimum amount of load that needs to be secured at the victim nodes to ensure system safety/stability. Extensive simulations conducted using benchmark IEEE-bus systems validate the accuracy and efficacy of our approach.     
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The highlights of the paper include the identification of attack points of different configurations of the LFC system, discussion of the attack strategies, formulation of various attack models, and a brief review of the existing detection and defense mechanisms against cyber-attacks on LFC.
·  Apart from these, some reviews also focus on the attack impact analysis, modeling of networked control systems or cyber physical systems (CPS) under cyber-attacks, and existing attack mitigation techniques in general.
· In, the unknown vulnerability of existing bad data detection algorithms for two class of attacks (FDI attacks and generalized FDI attacks) with the attack goals of finding a random attack vector and targeted attack vector is investigated. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· Cyber attacks targeting bulk power grid operations and state estimation problems have received significant attention.
· The defense problem requires solving a simple linear programming problem, which is also computationally cheap.
· We also implement the defense against DLAAs by solving the optimization problem.
· Moreover, this approach has been extended in the past to advanced systems involving general higher-order eigenvalue problems.
· While DLAAs require enhanced capabilities on the part of the attacker, they can have a much more severe impact on grid operations than SLAAs, such as destabilizing the power grid control loops, leading to generator trips and cascading failures. 
2.2. PROPOSED SYSTEM 
· A resilient control strategy against aperiodic DoS attack in interconnected-area power systems with communication delay is proposed in.
· In, a defense method using ‘’Deep auto-encoder Extreme Learning Machine” (DAELM) is proposed.
· The methods of low rank matrix factorization and nuclear norm minimization are proposed to separate the anomalies and nominal states of the power grid.
· A recurring neural network (RNN)-based method is proposed for the detection of FDI attack in the AGC system with non-linearities like transportation time delay and governor dead band in.
· As a countermeasure for an optimal coordinated attack (FDI attack and load manipulation), a threshold-based detection method is proposed in.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· These intelligent devices provide convenience, efficiency and monitoring capabilities, enabling consumers to better manage their usage.
· The eigenvalues along with the right and left eigenvectors of the first-order system can be used to obtain the dynamic response of the system in an efficient manner under general forcing and initial conditions.
· LPs can be solved exactly and efficiently, demonstrating the effectiveness of the proposed approach of analyzing DLAAs using the parametric sensitivity analysis of the eigensolutions.
·  In this work, we have shown how results from secondorder dynamical systems can be used to analyze IoT-based load altering attacks against power grids. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Security analysis of emerging smart home applications
	E. Fernandes, J. Jung, and A. Prakash, 
	This paper presents the first in-depth empirical security analysis of one such emerging smart home programming platform.

	Security and privacy in the internet of things
	C. Maple, 
	While the evolution of technology facilitates indi-vidual's life in several ways, on the other hand, it brings some threats and incursions as well.

	False data injection attacks against state estimation in electric power grids
	Y. Liu, P. Ning, and M. K. Reiter, 
	The existing research on false data injection (FDI) attacks against state estimation in transmission systems cannot be trivially extended to distribution feeders.

	Modeling load redistribution attacks in power systems
	Y. Yuan, Z. Li, and K. Ren, 
	State estimation collects information from a large number of meter measurements and analyzes it in a centralized manner at the control center.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    In this work, we have shown how results from secondorder dynamical systems can be used to analyze IoT-based load altering attacks against power grids. Our results offer a low-complexity analytical approach to identify nodes corresponding to the least-effort destabilizing DLAAs and leasteffort SLAAs that cause unsafe frequency excursions. Using these results, we also proposed defense against DLAAs and SLAAs. Our results show the analyses of DLAAs and SLAAs depend critically on the eigensolutions of the system and their sensitivity to changes in the attack parameters. Our analysis provides insights into how a grid operator can enhance the grid’s resilience to such attacks. To the best of our knowledge, this is the first work to apply concepts for second-order dynamical systems to analyze DLAAs and SLAAs. 
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